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Change Log

This table includes updates to the FortiClient EMS 7.4 Lab Guide dated 1/27/2025 to the updated document

version dated 3/14/2025.
Change Location
Added self-paced pre-requisites "Prerequisites (Self-Paced Only)"

on page 58

"Prerequisites (Self-Paced Only)"

Added self-paced pre-requisites on page 133
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Lab 1: FortiClient EMS Installation

In this lab, you will create a FortiClient EMS administrator and apply the FortiClient EMS license.

Objectives

¢ Create FortiClient EMS administrator
¢ Apply a FortiClient EMS license

Time to Complete

Estimated: 20 minutes

FortiClient EMS 7.4 Administrator Lab Guide
Fortinet Technologies Inc:
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Exercise 1: Accessing the FortiClient EMS GUI

In this exercise, you will access the FortiClient EMS GUI, create an administrator account, and then install the
FortiClient EMS license.

vy
iy >
9 I this environment, FortiClient EMS has already been installed with PostgreSQL in
Docker.

Access the FortiClient EMS GUI and Install the License

You will access the FortiClient EMS GUI, create an administrator user and password, and install the license.

To access the FortiClient EMS GUI and create an administrator password

1. Onthe HQ-EMS-1 VM, open Google Chrome, and then enter https://localhost to access the FortiClient
EMS GULI.
A certificate warning appears.

2. Accept the self-signed certificate to access the FortiClient EMS server.
3. Inthe username field, type admin, leave the password field empty, and then click Sign in.

- ‘ admin ‘

FortiClient EMS prompts you to configure a new administrator and password.

9 FortiClient EMS 7.4 Administrator Lab Guide
Fertinet Technologies-ne.
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=_= [ortiClient Endpoint Management Server

& | admin
- ‘ New Usemame

« Different from default admin
usemame
s At least 5 characters long

E New Password

Confirm Password

whelel | L8

Your password must be
® At least & characters long

And has 3 out of the 4 following:
x At l=ast one uppercase letter (A-Z)
® Al lzast one lowercase letter (a-z)
® At lzast one number (B-9)
® At l=ast one symbol (e.g. ! $#K)

Cancel

4. Inthe New Username field, type student1.

5. Inthe New Password and Confirm Password fields, type Passwordl ! to meet the password requirements, and
then click Submit to save the password.

To install the FortiClient EMS license

1. Login to the FortiClient EMS GUI with the following credentials:
¢ Username: studentl

e Password: Passwordl!

2. Click X to close the EMS license warning window.

FortiClient EMS 7.4 Administrator Lab Guide 10
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W 5 icli i X v _
a_* B | @ Forticlient Endpoint Mar +
&« C O & https://localhost w7 @ & ¢
EHQ-NGFW 23 HQ-FAC @ HQ-EMS £ HQ-FAZ

We didn't find any licenses for this EMS.
If you want to evaluate this product, click below for a free trial.

Try free

Already purchased a license? Log in here ==

3. Click Okay to close the SSL certificate warning window.

SSL Certificate used by Webserver is not
secure. Please update the certificate in System
Settings > EMS Settings.

Mote: When the SSL certificate is from a
publicly signed CA and is used for Endpoint
Contral, FortiClient 7.0.2 or higher will be
needed to connect to EMS.

More Information

11 FortiClient EMS 7.4 Administrator Lab Guide
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4. Inthe Dashboard > Status > License Information widget, click Config License.

License Information
[M Serial Number FCTEMS1897225777
&3 FortiCloud Account Add
: Zero Trust Access E: Unlicensed |Confiq License |
: Next-Generation Ei Unlicensed
Endpoint Security
: Chromebook Unlicensed
: Forensics E: Unlicensed

5. Inthe License Source field, select File Upload, click Browse, navigate to the Desktop > Resources folder, and
then select the license file.

Configure License

Serial number FCTEMS1897225777
Hardware 1D T2B5B841-TEDS-4BD6-ABDEB-B1622E2ASE11-48B9B0DE
¢ Zero Trust Access B Unlicensed

+ Next-Generation Endpoint Security & Unlicensed

+ Chromebook Unlicensed

: Forensics E: Unlicensed
License Source FortiCare
License File | Browse.. FCTEMS88240080872.1ic

FortiClient EMS 7.4 Administrator Lab Guide 12
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6.

Click Upload to activate the new license.
7. Refresh the FortiClient EMS GUI page.
A certificate warning appears.

8. Accept the self-signed certificate to access the FortiClient EMS server.
9. Click Okay to close the SSL certificate warning window.
10. On the FortiClient EMS GUI, click Dashboard > Status to see the license information.

License Information

[ serial Number FCTEMS8824008072

& FortiCloud Account Add
- Zero Trust Access E: Included Config License
 Next-Generation EBi Licensed PeliailEl

Endpoint Securi

P v 0 used of 25
- Chromebook Unlicensed
- Forensics E: Unlicensed
13 FortiClient EMS 7.4 Administrator Lab Guide
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Lab 2: System Administration

In this lab, you will examine the configuration of the FortiClient EMS system settings.

Objectives

¢ Configure system settings
¢ Enable SSO authentication for FortiClient EMS administrator login

Time to Complete

Estimated: 35 minutes

FortiClient EMS 7.4 Administrator Lab Guide
Fortinet Technologies Inc:
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Exercise 1: Configuring FortiClient EMS System Settings

In this exercise, you will configure the following FortiClient EMS system settings:

e Server settings

* Log settings

¢ Login banner settings

Configure Server Settings

15

On the EMS Settings page, you can configure settings, such as the host name and FQDN. You will configure the
FQDN to access the FortiClient EMS server, using the configured FQDN. You will also upload the SSL certificate
for web server access and endpoint control.

To configure the FQDN on FortiClient EMS

1.

o 0N

On the HQ-EMS-1 VM, open Google Chrome, and then log in to the FortiClient EMS GUI with the following
credentials:

¢ Username: studentl
¢ Password: Passwordl!

Click Okay to close the SSL certificate warning window.

Click System Settings > EMS Settings.

In the Shared Settings section, in the Listen on IP field, ensure that the value is 10.0.1.100.
In the Use FQDN field, select the checkbox, and then type ems.training. lab.

FortiClient EMS 7.4 Administrator Lab Guide
Fertinet Technologies-ne.
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10.

1.

EMS Settings * Expand All ~ Collapse Al
Shared Settings -
Hostname hg-ems-1
=
Listen on IP 10.0.1.100 v
S
FQDN is required when listening to all IPs.
Use FQDN B ems.training.lab
Remote HTTPS access [ /]
Only enforced when ufw is enabled.
HTTPS port 443
Pre-defined hostname *10.0.1.100,192.168.0.100
Custom hostname

In the EMS Settings section, in the FortiClient download URL field, ensure that the value is 10.0.1.100.
Click Save to apply the changes.
Click Yes to restart the server.

Restart Chrome, enter https://ems.training. lab, and then accept the self-signed certificate to access the
FortiClient EMS server.

Log in with the following credentials:
¢ Username: studentl
¢ Password: Passwordl!

Click Okay to close the SSL certificate warning window.

A\
- -
The HQ-EMS-1 VM host file has been modified to make ems . training.lab
accessible.

To upload the SSL certificate

Continuing on the FortiClient EMS GUI, click System Settings > EMS Server Certificates.
Click Add, and then in the Add Certificate window, select Upload PKCS12.

In the Certificate field, click Browse, on the desktop, click Resources, and then select the ems _admin.pl2
certificate.

In the Certificate Password field, type fortinet.

FortiClient EMS 7.4 Administrator Lab Guide 16
Fortinet Technologies Inc:
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Add Certificate X

Type Automated Upload PKCS12 Upload PEM
Certificate Browse... = ems_admin.p12

Certificate Password

I

5. Click Upload.
On the EMS Server Certificates page, the value in the Type column for the certificate should be Uploaded.

erver Certificates + Add & Refresh
Name Ts Type T+ Expiry Date T+ Assigned To
server.crt Default EE) 2035-11-19 05:...
FCTEMS8824008072... FortiCare @ 2056-05-26 10...
FCTEMS8824008072... FortiCare @ 2038-01-18 11:...
ems_admin.pl2 Uploaded BZ) 2030-10-04 03...

To select the newly uploaded certificate for web server and endpoint control

1. Continuing on the FortiClient EMS GUI, click System Settings > EMS Settings.

2. Inthe Shared Settings section, in the Webserver Certificate field, select ems_admin.p12.
3. Select the Use Webserver certificate for Endpoint Control checkbox.

4. Click Save, and then in the window warning you about a server restart, click Yes.

The server will need to restart for one or more of
the following changes to take effect
= Webserver Certificate
« Use Webserver certificate for Endpoint
Contral

The server may be unresponsive for a few
morments. Are you sure you want to save?

5. Click Okay.
6. Refresh the FortiClient EMS GUI page.

17 FortiClient EMS 7.4 Administrator Lab Guide
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Configure Log Settings

On the Log Settings page, you can configure the log level, and the number of days that you want to keep logs,
events, and alerts before they are cleared. You will change the Log level setting.

To configure log settings

1. Onthe FortiClient EMS GUI, click System Settings > Log Settings.

A\
-~ ]
9 You may need to log out and log in again to load the Log Settings page.
——

2. Inthe Log levelfield, ensure that the value is Info.

=_= FortiClient Endpeint Management Server 4 Invitations

B Endpoint Policy & Components > LOQ Settings

[& Endpoint Profilzs

Log Ievel

Ea Zero Trust Tags
Cs FortiGuard Ouszreak Detecti...
days T Clear 2l now

>

>
Automatically clear logs clder than

9 Software Inventory >

>

£ Quzrantice Managsment Aulomaicaly clear alerts cider than days W Clear 2l naw

& Administration > Automatically clrar events oider than

Info
3
an
£ System Settings W P - S ' - o N ]
E - Send system log messages externalty Disahled Fortidnayrer Syslog

days W Clear sl now

I8 lses Manzgerren: >

EMS Seftings

3. Click Administration > Log Viewer to view the logs.

FortiClient EMS 7.4 Administrator Lab Guide 18
Fortinet Technologies Inc:
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Exercise 1: Configuring FortiClient EMS System Settings

Date T+ Level T+ Source s Message T Occurrencey
2024-10-14 01:2... 4 Waming Console Session has expired or does not exist. 1 time sinc...
2024-10-14 01:2... @ Info Console studentl changed Server Settings. 1 time sinc...
2024-10-1401:2... @ Info Console studentl uploaded a certificate: ems_... 1 time sinc...
2024-10-1401:1... @ Info Console studentl has logged in from 10.0.1.100. 1 time sinc...
2024-10-14 01:1... 4 Waming Console Session has expired or does not exist. 2 times sin...
2024-10-14 01:1... @ Info Console studentl changed Server Settings. 1 time sinc...
2024-10-14 01:0... 4 Waming Console Session has expired or does not exist. 4 times sin...
2024-10-14 01:0... @ Info Console studentl uploaded License with serial... 1 time sinc...
2024-10-14 01:0... @ Info Console studentl has logged in from ::1. 1 time sinc...
2024-10-14 01:0... @ Info EMS Service Tags cleared for all endpoints 6 times sin...
2024-10-14 01:0... @ Info Console admin changed password 1 time sinc...

Configure Login Banner Settings

On the EMS Settings page, you will configure a disclaimer message that appears before a user logs in to
FortiClient EMS.

To configure login banner settings

1. Continuing on the FortiClient EMS GUI, click System Settings > EMS Settings.
2. Selectthe Enable login banner checkbox, and then in the Message field, type the following message:

Property of Fortinet lab. Unauthorized access is strictly prohibited.

Enable login banner

lMessage

strictly prohibited.

s
69/250

_ A Disclaimer
Preview

Property of Fortinet lab. Unauthorized access is strictly prohibited.

3. Click Save to apply the changes.
4. Logout of the FortiClient EMS GUI as student1.
A Disclaimer appears.

19 FortiClient EMS 7.4 Administrator Lab Guide
Fertinet Technologies-ne.
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< > C 2 emstraining.lab/signin/

B HQ-NGFW £} HQ-FAC @ HQ-EMS £} HQ-FAZ

FortiClient Endpoint Management Server

A Disclaimer

Property of Fortinet
lab.Unauthorized access is strictly
prohibited.

5. Click Accept to go to the login page.

FortiClient EMS 7.4 Administrator Lab Guide 20
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Exercise 2: Configuring SAML SSO for FortiClient EMS
Administrator Login

In this exercise, you will configure FortiAuthenticator as an IdP server, with FortiClient EMS as an SP.

Verify IdP Settings on FortiAuthenticator

You will verify FortiAuthenticator IdP settings.

To verify FortiAuthenticator IdP settings

1. Onthe HQ-EMS-1 VM, open Chrome, and then in Bookmarks, select the HQ-FAC login page bookmark.
2. Loginto the FortiAuthenticator GUI with the following credentials:

¢ Username: admin

e Password: Fortinetl!

Click Authentication > SAML IdP > General.
In the Server address field, ensure that the value is 10.0.1.103.
In the Realms section, in the Realm column of the table, ensure that local | Local users is selected.

In the Default IdP certificate field, ensure that the value is fac [C=CA, ST=Ontario, L=Ottawa, O=Fortinet,
OU=Training, CN=fac].

W Friabie SAMI Identity Provider portal

oo~ w

Dicvice FQDR:

Prver adreas LLL NI

cF-iritiated fogin URL htps 1001103/ sam Adpiportald (W
[bscrmarmie input forrmat L realim

> SErrAme
2 realmfuseroame

“aptcha: Dizabled

W Use deault rzalm when user-orovided realm i different fror ll configured realms
[F=alme

Allow Local Users Ta Cverride Remote Lsers Graups @ m
B Filrer:
| ® I Ieralirer w | - i
+ Add arezim

B | ppory Ingin sanuenca

B Trist=c end anint <ingle sign-nn

W Reverse prevy inlegriton

OEiN seEs i rreout 70 [T e i

efault [P certificate: Fac 'T=Ca, STenkaric, L=Cttawa, C=artiner, O Trainirg, O = fac ] ~

AT iy 5% T T TP OeT T CaTe 2T e Enpiry Time
[Cicfault < zring algoridim: Rt S ot nrgd 0610 Sl moreaa she2RA v

B Got rested growps for user
® Use grobosation in FerdToken Mobile push nodfications

Configure FortiClient EMS as an SP for Administrator SSO Login

You will download an IdP certificate from FortiAuthenticator and import it into FortiClient EMS. You will also
configure FortiClient EMS as an SP for administrator SSO login and securely identify the IdP.

21 FortiClient EMS 7.4 Administrator Lab Guide
Fertinet Technologies-ne.
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To download an IdP server certificate from FortiAuthenticator

1.
2.

Continuing on the FortiAuthenticator GUI, click Certificate Management > End Entities > Local Services.
Select the checkbox for the fac certificate, and then click Export Certificate.

Create Mew | g Imonrt | [y Sesake & Dapart Certibeste || C) seeh ¥m

Certificata I

Default-Server-Certificate -5, ST-Califomia, L-5unrwwale. O-Fortin.. Bzmote CALC-1S, 3T-Califorsia, _-Sunreee.. Active Mo, 2L 2053, 5.06 .

Fortinet CAT1_Factary =, Oy Farting. Remnbe O C= 10 =Caliteesia, | =Sunrmee.. Metve lawr 101

Fortinet_CA2_Factory C=lJg, ST=Califomia, L=Sunnyvsle, O=Fortin., Romote CA: C=US, ST=California, L=5Sunmev. Active “ay 26, 2056, 1248 mm

[ | fac CoCAST-Ontario, L-Otawd, - Foctinet, ... ©-CAST-Cntanio. L-Cllaws, O-Forticet C. Mclve Sepl. 14, 2069, .37 puan.

The certificate is exported to the Downloads folder.

To configure FortiClient EMS As an SP

1. Login to the FortiClient EMS GUI with the following credentials:
¢ Username: studentl
e Password: Passwordl!

2. Click Administration > SAML SSO.

3. Onthe SAML SSO page, select the Enable SAML SSO checkbox.

Enable SAML S50 @

4. Return to the FortiAuthenticator GUI, and then click Authentication > SAML IdP > Service Providers.

5. Selectthe EMS-Login SP name, click Edit, and then leave the page open.

6. Return to the FortiClient EMS GUI, and then in the Service Provider Settings section, in the SP Address field,
type 10.0.1.100.

7. Inthe SP Entity ID field, copy the value, and then on the FortiAuthenticator GUI, in the SP Metadata section,
paste it in the SP entity ID field.

8. Return to the FortiClient EMS GUI, in the SP ACS (login) URL field, copy the value, and then on the
FortiAuthenticator GUI, paste it in the SP ACS (login) URL field.

FortiClient EMS 7.4 Administrator Lab Guide 22
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23

Administrator Login

SAML SSO ~ Expand Al |« Collapse All
Enable SAML 550
Assertion Attributes -
Usemame Claim username Copy
A Please configure the SAML IdP to have the usemame attribute
matching the claim here. This matching attribute will be used as the

admin user username on EMS.

Service Provider Settings -

SP Address @ ' 10.0.1.100 Use Current |
SP Entity ID €@ http://10.0.1.100/metadata/ Copy

SP ACS (login) URL @ https://10.0.1.100/saml/?acs ‘E‘

Edit SAML Service Provider

SP name: EMS-Login

Server certificate:
Use default setting in SAML IdP General page

IdP signing algorithm: Use default signing algorithm in SAML IdP General page

I Support |dP-initiated assertion response
(I Participate in single logout

IdP Metadata

Select an identifier to display IdP Please select w 4
info:

SP Metadata

2 Import SP metadata

5P entity 1D:
http:# 10.0.1.100/metadata/

SP ACS (login) URL:
https:#10.0.1.100/saml/?acq

9. Click Save.
10. Selectthe EMS-Login SP name, click Edit, and then in the IdP Metadata section, select emslogin.

FortiClient EMS 7.4 Administrator Lab Guide
Fertinet Technologies-ne.
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Edit SAML Service Provider

SP name: EMS-Login

Server certificate:
Use default setting in SAML IdP General page

IdP signing algorithm: Use default signing algorithm in SAML IdP General pag

(® Support |dP-initiated assertion response
(® Participate in single logout

IdP Metadata

th SAML service provider using these Please select w

Please select

SP Metadata

emslogin

11. Inthe IdP entity id field, copy the value, and then on the FortiClient GUI EMS, paste it in the IdP Entity ID field.
12. Return to the FortiAuthenticator GUI, in the IdP single sign-on URL field, copy the value, and then on the

FortiClient EMS GUI, paste it in the IdP single sign-on URL field.

Edit SAML Service Provider

SP name: EMS-Login

Server certificate:
Use default setting in SAML IdP General page

IdP signing algorithm: Use default signing algorithm in SAML IdP General page

2 Support IdP-initiated assertion response
I Participate in single logout

IdP Metadata

Select an identifier to display IdP % 4+

info:

IdP entity id: http://10.0.1.103/saml-idp/emslogin/metadata/ -
IdP single sign-on URL: https://10.0.1.103/saml-idp/emslogin/login/ (M
IdP single logout URL: https://10.0.1.103/saml-idp/emslogin/logout/ (M

2 |dP metadata
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Identity Provider Settings -
IdP Entity ID € | http://10.0.1.103/saml-idp/emslogin/metadata/
IdP single sign-on URL €@ hitps://10.0.1.103/saml-idp/emslogin/login/
kA
IdP Certificate Mo certificate imported
x

13. Inthe IdP Certificate field, click < to upload the FortiAuthenticator IdP certificate.
14. Inthe Certificate field, click Browse, click Downloads, and then select the fac . cer certificate.

15. Click Test.
Identity Provider Settings -
IdP Entity ID € http://10.0.1.103/saml-idp/emslogin/metadata/
IdP single sign-on URL € hitps://10.0.1.103/saml-idp/emsloginflogin/
) ]
IdP Certificate Mo certificate imported —
x
Certificate Browse... = fac.cer v
Test

16. Click Save.

Test SAML SSO Authentication for FortiClient EMS Login

You will test the SSO SAML server integration on FortiClient EMS. You will log in to FortiClient EMS using an SSO
SAML account.

To test SAML SSO authentication for FortiClient EMS login

1. Open a Chrome incognito window, and then in Bookmarks, select the HQ-EMS login page bookmark.
2. Click Accept.

3. Click Sign in with SSO.
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=_= [FortiClient Endpoint Management Server

& | Usemame
Q, | Password

Or

Sign in with SSO

4. Inthe Username field, type student?2, and then click Next.
5. Inthe Password field, type Password2!, and then click Login.

vis
~ -
9 The student2 user is already configured on FortiAuthenticator as a local user.
—

The student2 user is assigned a restricted administrator role, which has no permissions enabled.

vy
= u IdP administrators will have a restricted administrator role, and that cannot be changed
through the SAML attributes on FortiClient EMS.
—

6. Inthe upper-right corner, click the student2 icon, and then select Sign out.

3 Invitations @ ~ L) 40 & student? v

(% Sign out

ut-Of- Security

Quarantin

7. Return to the FortiClient EMS session in the main Chrome browser, and then click Administration > Admin
Users.

There is an entry with the student2 name and Restricted administrator role.
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8. Select student2, and then click Edit.
9. Inthe Role field, select Read-only Administrator to change the role.

Configuration

Role

Selectarole -
Super Administrator

Restricted Administrator

Standard Administrator

Endpoint Administrator

Read-only Administrator

10. Click Finish.
11. Return to the Chrome incognito window, and then click Accept.
12. Click Sign in with SSO.
13. Click System Settings > EMS Server Certificates.
The Add option is not available because this is a read-only profile.

14. Close Chrome.
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Lab 3: FortiClient Deployment

In this lab, you will learn about the deployment of FortiClient on endpoints.

Objectives

¢ Create a FortiClient installer

¢ Create an invitation code

¢ Install FortiClient on a Linux endpoint

¢ Import endpoints to FortiClient EMS from Windows AD

¢ Install FortiClient on AD endpoints

¢ Register FortiClient on FortiClient EMS using an invitation code

Time to Complete

Estimated: 40 minutes

Prerequisites

Before you begin this lab, you must identify the IP address of the Windows-AD VM.

To identify the IP address of the Windows-AD VM

1. On the Fortinet Training Institute side bar, click Windows-AD.
2. Inthe CREDENTIALS section, under IP address, locate and make a note of the IP address.
You will use this address where the lab asks for <Windows-AD IP address>.
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n FCP-FCT-EMS-74 (GCP) v n FCP-FCT-EMS-74 (GCP)
46:20:42 6:10:44 v
46:19:44
= Guide
° Go back
:‘% Instructor Console
WINDOWS-AD
@ NeedHelp?
Windows-AD
WINDOWS-AD SERVICES @
8, Windows-AD RDP E
o RDP (Shadow) 2
® roDiP
CREDENTIALS €
Il BRI-FGT-1 | IPaddress
10.150.0.88
E] Ha-fmG-1
_ Username
5} HO-EMS-1 TRAININGAD\Administrator
_ Password
€& HQ-FAC-1 e
& HQ-FAZ-1
Il Ha-NGFw-1
&7  BR-PC-1

Before you begin this lab, you must identify the IP address of the FortiClient EMS.

To identify the IP address of the FortiClient EMS

1. On the Fortinet Training Institute side bar, click POD IP.
2. Inthe CREDENTIALS section, under IP address, locate and make a note of the IP address.
You will use this address where the lab asks for <FortiClient EMS IP address>.
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o
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=

HQ

FCP-FCT-EMS-74 (GCP)
46:20:42

Guide

Instructor Console

MNeed Help?

WINDOWS-AD

Windows-AD

®

n FCP-FCT-EMS-74 (GCP)
46:16:49

W

° Go back

HQ

POD IP

CREDENTIALS @

POD IP | I _ P address
10.150.0.8

fant

BR1-FGT-1

HQ-FMG-1

HQ-EMS-1

HQ-FAC-1

HQ-FAZ-1

HQ-NGFW-1

BR-PC-1
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Exercise 1: Creating a FortiClient Installer and an Invitation

In this exercise, you will create an installer for deploying FortiClient on endpoints and an invitation code.

To create an installer

1. Onthe HQ-EMS-1 VM, log in to the FortiClient EMS GUI.
2. Click System Settings > EMS Settings, clear the Enforce User Verification checkbox, and then click Save.

EMS Settings
EMS Settings
Listen on port 8013 BR
Use persistent connections
A Enabling this feature will allow FCT 7.2.1 or higher to create persistent
connections with EMS. More information
FortioS Connector port 8015
FortiClient download URL https:// = 10.0.1.100 v | :10443finstallers/ z
Open port 10443 in ufw
Only enf when ufw is enabled. Port 10443 is also used for Invitation Email and
SAML AL
Enforce User Verification o
User Verification Period
Verified users will have tc number of days. If they do
not reauthenticate in time ed from EMS.
Configure EMS server list
Enable login banner
vy : S ,
- - In a real-world environment, you should enable the Enforce User Verification setting
for an additional layer of security. In this lab environment, you are disabling it so
— FortiClient can connect without an invitation code.
=

3. Click Deployment & Installers > FortiClient Installer, and then click Add to open a new window.

4. Onthe Version tab, keep the default settings for Installer Type and Release, in the Patch field, select 7.4.0, and
then click Next.

5. Onthe General tab, in the Name field, type fctinstaller, and then click Next.

6. Onthe Features tab, in the Basic Security Features section, ensure that the Secure Access Architecture

Components, Vulnerability Scan, and Advanced Persistent Threat (APT) Components checkboxes are
selected.
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7. Inthe Additional Security Features section, ensure that the Malware, Web and Video Filtering, Application
Firewall, Single Sign-On Mobility Agent, and Zero Trust Network Access checkboxes are selected.

Add Deployment Package

Feaiures
Secure Access Architecture Components
550 and IFSec WPN
B vulnerability Scan
Hast vuinerabiliby scannir 1

Advanced Persistent Threat (APT) Components 85 &
p

ForiSandbox detesction and guarartne feature

Additional Security Features
@ mahvare
B Antivines, Anti-Exploit, Removable Media Access

B Anti-Ransomware 5
Manitors and blocks e syslem activities being exhibiled by
TANSOMWHAre SxXpaoit

B cloud Based Mahware Outhreak Detection 55
Protects endpoints fram high nisk fle fypes from Infernet, rebwork
drives, =l
B web and video Filtering
web Filtering
video Filtering 8%
Provides delense against veb-based altacks
jcks accEss o specified YauTube conlent
B spplication Firewall 2% &
Inspect imnusions attempting 1o '\C|. it knowT vulnerabilEies
@ single Sign-On Mobility agent 5% &

B zero Trust Metwork Access

8. Click Next.

9. Onthe Advanced tab, in the Invalid Certificate Action field, select Deny, and then keep the default values for the
other settings.
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\dd Deployment Package >

Advanced
Shoricuts
Enable desktop shortcut

Enable start menu shortcut

Installer Files

Include MSI installer files &

Installer ID

Enable Installer ID

Endpoint Profile
Enable Endpoint VPN Profile
Enable Endpoint System Profile

Invalid Certificate Action
Deny -

A Deny will wipe the history of manually accepted
certs

10. Click Next.

11. On the Telemetry tab, notice that it shows that FortiClient will be managed by <EMS host name and FQDN
address>.

12. Click Finish to add the deployment package to FortiClient EMS.

A\
- - It takes a few minutes for the FortiClient installer to be created because the cloud
q controller service generates FortiClient installers for Windows, macOS, and Linux
- operating systems.

To create an invitation

1. Continuing on the FortiClient EMS GUI, click User Management > Invitations, and then click Add to open a new
window.
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2. Inthe Name field, type FortiClient Invitation.
3. Inthe EMS Listen Address field, select ems.training.lab:8013.
4. Click Save to save the invitation.
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Exercise 2: Installing FortiClient on Ubuntu Linux
Endpoints

In this exercise, you will use the installer link to download the installation file and install FortiClient on the HQ-PC-1
VM.

To install FortiClient

1. Onthe HQ-PC-1 VM, open Google Chrome.
2. Onthe bookmarks bar, click FortiClient-Installer to access the FortiClient installer download page.
3. Click FortiClient 7.4.0.deb todownload the file.

Index of finstallers/defz = | +

c 25 ems.traininglab:10443/installers/default/fctinstaller/ +

B FortiClient-Ins...

Name Last modified Size
() e ect
] FortiClientSetup_7.4.0 x64.exe 2024-10-31 03:06 244M
(@] FortiClient_7.4.0.deb 2024-10-31 03:05 271IM
B FortiClient_7.4.0.dmg 2024-10-31 03:06  344M
[#= FortiClient_7.4.0.rpm 2024-10-31 03:06 269M

4. Once the download completes, close the browser.
5. Click the Terminal icon to open the terminal window.

6. Enter the following command:
sudo apt-get install /home/admin/Downloads/FortiClient 7.4.0.deb -y
7. Enter the following sudo password:

Fortinetl!
,_‘ ! ’_,. This command installs FortiClient on the Ubuntu Linux endpoint.
q A permission denied error message appears at the end of the installation—you can
= ignore this error message.
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8. Click the FortiClient icon, and then click FortiClient to open the FortiClient console.

Oct 31 03:59

FortiClient

FortiClient is autoregistered to FortiClient EMS.

FortiClient — Zero Trust Fabric Agent

@ FortiClient - Connected

Zero Trust Fabric Agent

admin
===1 Centrally Managed by EMS
. £ Sstatus: [@_ Connected | Disconnect| [=
\;\ ZERQ TRUST TELEMETRY EortiClient EMS —
_ IP 10.0.1.100
L& REM : Site Name: Default

Host hg-ems-1
SN FCTEMSB824008072
Telemetry Mext in 44 sec

vy
= u In this lab environment, you use FortiAuthenticator as the local CA server and the root
certificate is preinstalled on the Ubuntu VMs.
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In this exercise, you will manually import endpoints from an AD server into the FortiClient EMS server. You will
import and synchronize information about computer accounts with an LDAP or LDAPS service. You will also add
endpoints by identifying the endpoints that are part of an AD domain server.

To add an authentication server on FortiClient EMS

1.

On the HQ-EMS-1 VM, log in to the FortiClient EMS GUI.

2. Click Administration > Authentication Servers, click Add > ADDS to open the Authentication Server window,

and then configure the following settings:

Field Value

IP address/Hostname <Windows-AD IP address>

This is the IP address of the Windows-AD VM. For more information, see
the prerequisites at the beginning of this lab.

Port 389

Username ADadmin
Password Fortinet1!

LDAPS connection Disable this setting.

In a real-world environment, you should use secure LDAP (LDAPS)
instead of LDAP. LDAPS allows for the encryption of LDAP data in transit
when a directory bind is being established, which protects against
credential theft.

3. Click Test to check the connectivity.

« SuUCCess

Authentication Server

Active Directory

IP address/Hostname 172.16.9.56

Port 389

Username ADadmin

Password SEEmmmasEs s >

LDAPS connection
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4. Click Save to save the authentication server.

To add endpoints using an AD domain server

1. Continuing on the FortiClient EMS GUI, click Endpoints > Manage Domains, and then click Add > ADDS to open
the Domain Import window.

2. Inthe Authentication Server field, select trainingAD.training.lab.
This populates the domain user and computer groups.

3. Inthe Select Base DN section, select the trainingAD.training.lab checkbox to add all the groups.

€ Domain Import

ALlbi=nlivalios Seeeer Eoz10 ng A0 trainl - o dak v

Syhz ey 50 W MIUZES

L ThaFIA-Um gy parod 12E0 m hitas

Clrd ges Lo Selecled Euse DR

Status Fath
Q (¥} REr=nty frir=r TZINNgAL tra meglan
- 5 Lain igaD L ingdsh lcon Legend -
=+ B - =iltin
B (& ©omput=rs
B = oman Canerelines
B (& Fore gnSec_riyPriacipals
B 8 banaged Servcs Acczunts
=+ B 8 Traiinz
+ B =6t
4. Click Save to import all the endpoints and users.
vy . . o . .
~ - You can add the entire domain or an organizational unit (OU) from the domain. After
9 you import endpoints from an AD server, you can edit the endpoints. These changes
= are not synchronized with the AD server.
—

5. Click Endpoints > All Endpoints.

There are two endpoints. The hg-pc-1 Linux endpoint is managed by FortiClient EMS, which was configured
earlier in this lab. The JUMPBOX Windows endpoint was imported into FortiClient EMS through AD
integration and belongs to the trainingAD.training.lab/Domain Controllers OU.
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. . outof- . Security .Qt

Endpoints ! Search All Fields

@ hg-pc-1 ' a v 10.0.1.10 3 Policy ... ™ EMS sys [
O Other End... @

E¥ JUMPBOX . No User No IP No Config... ) EMS No Events
O'Domain C... T

| trainingAD.training.lab/Domain Controllers
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Exercise 4: Installing FortiClient on AD Endpoints

In this exercise, you will install FortiClient on the AD endpoint that was added from the AD domain server.
FortiClient EMS no longer supports initial FortiClient installations to AD domain-joined endpoints. You will install
FortiClient using the installation file that is provided.

To install FortiClient

1. On the Windows-AD VM, on the desktop, open the Resources folder.
2. Double-clickthe FortiClient .msi file.

3. Inthe FortiClient Setup window, select the checkbox to accept the license agreement, and then click Next to start
the installation.

12 FortiClient Setup - e

Welcome to the FortiClient Setup Wizard

The Setup Wizard will install FortiClient on your computer, Click Mext to continue
or Cancel to exit the Setup Wizard.

E—
Yes, I have read and accept the License Agreement Mext || Cancel

4. Inthe Choose Setup Type window, ensure that the Secure Remote Access, Vulnerability Scan, Advanced
Persistent Threat (APT) Components, Sandbox detection, Cloud Scan, and ZTNA checkboxes are selected.

5. Click Next to continue.

6. Inthe Additional Security Features window, select Antivirus, Web Filtering, and Anti-Ransomware
checkboxes.

7. Click Next to continue.
By default, the FortiClient files are installed in the following location: C:\Program Files\Fortinet\FortiClient\.

8. Click Next to continue.
9. Click Install to continue.
The setup wizard installs FortiClient on the Windows-AD VM.
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10. After the FortiClient installation is complete, click Finish.

38 FortiClient Setup — >

Completed the FortiClient Setup Wizard

Click the Finish button to exit the Setup Wizard.

[ 4

)

11. Open the FortiClient console.
12. Inthe Enter Server address or Invitation code field, type the <FortiClient EMS IP address> (located in the lab
prerequisites).
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@ FortiClient - Zero Trust Fabric Agent
File Help

-:] FortiClient - Disconnected
\/ Zero Trust Fabric Agent

administrator =21 Register with Zero Trust Fabric

O Enter Server address or Invitation code:

\;\ ZERO TRUST TELEMETRY

1]
i

[172.16.9.20 | Connect|

13. Click Connect.
14. Inthe Invalid certificate detected window, click Accept.

Ay In a real-world environment, the certificate that the FortiClient EMS uses will be signed
- - with an FQDN or a static IP address. The certificates should be imported into the
q endpoint to avoid the certificate trust errors. In this lab environment, a dynamic IP
- address is used instead of an FQDN or a static IP address, which is causing the
- certificate trust error.

FortiClient is registered to FortiClient EMS using the IP address of FortiClient EMS.

In a real-world environment, the FortiClient EMS administrator has the following
options to distribute the FortiClient installer:

]
-..‘ ',.- « Download the preconfigured installer with the included invitation code, and install
q FortiClient on endpoints using third-party tools such as Intune or MDM.
= » Send an email that contains the FortiClient installer and invitation code.

» Download the unconfigured installer with no invitation code, install FortiClient
manually or using third-party tools, and provide the invitation code.
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Exercise 5: Registering FortiClient on FortiClient EMS
Using an Invitation Code

You will register a Linux endpoint on FortiClient EMS using an invitation code.

To copy the invitation code

On the BR-PC-1 VM, open Chrome.

On the bookmarks bar, click HQ-EMS-1 to access the FortiClient EMS GUI.
Click Accept.

Log in to the FortiClient EMS GUI with the following credentials:

e Username: studentl

AP obd =

e Password: Passwordl!

5. Click User Management > Invitations.
6. Inthe FortiClient Invitation, click Edit.
7. Inthe Code field, click the icon to copy the code.

Edit Invitation

MName FortiClient Invitation

_VJEBZW1zLnRyYWluaWsnLmxhYjo4MDEZOmMRIZ
Code MF1bHQBMzZRjYTIAY TctNjYAZIOOM2Q1LWIhNjitNm | &
RINzQ2MzM2MDAZ2

EMS Listen Address ems.training.lab:8013 N

Type dividua

Send Email Motifications

4 To enable this feature, please configure SMTP Settings at System
Settings -> SMTP Server .

(=]

Include FortiClient Installer fetinstaller

To register FortiClient

1. Continuing on the BR-PC-1 VM, open the FortiClient console.
2. Inthe Enter Server address or Invitation code section, paste the code you copied in the previous procedure.
3. Click Connect.
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FortiClient is registered to FortiClient EMS using the invitation code of FortiClient EMS.
4. Return to the FortiClient EMS GUI, and then click Endpoints > All Endpoints.

You can see that there are three endpoints registered and managed by FortiClient EMS.

5. Close Chrome.
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Lab 4: Endpoint Policy Provisioning

In this lab, you will learn about provisioning FortiClient endpoint policies on FortiClient endpoints.

Objectives

¢ Create an endpoint group and assign it to endpoints using group assignment rules
¢ Create an endpoint policy and assign it to a workgroup
¢ Configure on-fabric detection rules

Time to Complete

Estimated: 20 minutes
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Exercise 1: Creating an Endpoint Group, a Group
Assignment Rule, and an Endpoint Policy

In this exercise, you will create an endpoint group and a group assignment rule, and assign the new endpoint
workgroup to an endpoint policy.

Create an Endpoint Group for a Linux Workgroup

You will create an endpoint group for Linux workgroup endpoints on FortiClient EMS.

To create a group for a Linux workgroup

1. Onthe HQ-EMS-1 VM, log in to the FortiClient EMS GUI.
2. Click Endpoints > Workgroups.
By default, all the non-AD workgroup endpoints are in the Other Endpoints group.

3. Click All Groups > Other Endpoints to view the registered endpoints.

B Dashboard > 0 0 0 0
i Endpoints v Mot Not Out-Of- Security
All Endpoints @ Endpoinis B & O 2 EECEEEELE
Manage Domains @ br-pe-1 P - 10.1.0.10 3 Policy...  (® EMS
. o
Domains “ O3 Other End...
» B trainingAD.training.lab @ hg-pc-1 ' a = 10.0.1.10 13 Policy ... ® EMS
O3 Other End... @
Waorkgroups v
~ [& All Groups

4. Inthe Workgroups drop-down list, right-click All Groups, and then click Create group.
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Endpoint Policy

Dashboard >
Endpoints W
All Endpoints

Manage Domains
Domains v
» BR trainingAD.training.lab

Waorkgroups v

(@ Other Eni
o Create group
Invitations
) Start full antivirus scan
Group Assignme

Deployment & Iné  Update signatures

Endpoint Policy &  start vulnerability scan

@ br-pc-1
O Other End...

® hg-pe-1

O3 Other End...

* (= Al Gmups. | |
Exclude from management

Start quick antivirus scan

5. Inthe Create group field, type Linux Endpoints.

Create group

‘ Linux Endpoints

Confirm Cancel

6. Click Confirm to create the group.

Workgroups v

~ [@ All Groups

(@ Other Endpoints

(# Linux Endpoints
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Create a Group Assignment Rule for Linux Endpoints

FortiClient EMS can use group assignment rules to automatically place endpoints into custom groups, based on

the installer ID, IP address, OS, or AD group of the endpoints. You will create a group assignment rule based on
an OS.

To create a group assignment rule

1. On the FortiClient EMS GUI, click Endpoints > Group Assignment Rules.
2. Inthe section on the right, click Add to create a new rule.
3. Inthe Group Assignment Rule window, configure the following settings:

Field Value

Type (OF]

(OK] Linux (L must be uppercase or this configuration will not work.)
Group Linux Endpoints

Enable Rule Enabled

4. Click Save to add a new group assignment rule.
5. Inthe section on the right, click Run Rules Now to add Linux endpoints to the new group.

@ Schedule Run  » Run Rules Now Add & Refresh

ule Group Priority Enabled

B Linux /Linux Endpoints 1

br-pc-1 and hq-pc-1 are moved to the Linux Endpoints workgroup.
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Dashhoard > 0 0 0 0
Endpoints v Mot Mot Out-Of- Security
All Endpoints @ Endpoinis B2 5 O 2 EECREEE
Manage Domains @ br-pc-1 P - 10.10.10 3 Policy ... @ EMS
: O3 Linux End @
Domains ~
» B trainingAD.training.lab @ hg-pc-1 ' a. - 10.0.1.10 13 Policy ... ® EMS
O Linux End... @
Workgroups v
~ (@ All Groups
(@ Other Endpoints
[ Linux Endpoints
FortiClient EMS automatically places endpoints that do not apply to a group
assignment rule into the Other Endpoints group.
=

Create and Assign an Endpoint Policy to a Workgroup

FortiClient EMS endpoint management can assign endpoint policies to endpoint device groups of Windows,
macOS, and Linux endpoints.

To create an endpoint policy

1. Continuing on the FortiClient EMS GUI, click Endpoint Policy & Components > Manage Policies.
2. Click Add.
3. Inthe Endpoint Policy Name field, type L.inux Policy.
4. Inthe Endpoint Groups field, click Add > Workgroups.
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Endpoint Policy @

Endpoint Policy Name Linux Policy

Endpoint Groups Filter Endpoint Groups + Add

Path I group Domain (3 Workgroups
[ ADDS
(A Azure

No Groups Assigne|

Users

5. Click Skip.

Tutorial On How To Assign Workgroups

Workgroups Changes 1o selecled Workgroups = Reverl Changes
search for Warkgroups a Status Path
() Will be Added All Groups
@ [w Al Groups Icon Legend -

To assign entire Workgroup, the user needs to select the parent Warkgroup. All Workgroups will be assigned.

= [ -

6. Select the Linux Endpoints checkbox, and then click Save.
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Workgroups

= [0 (& All Groups
(@ Other Endpoints

I (& Linux Endpoints

7. Click Save.

The Linux Endpoints workgroup is managed by the Linux Policy endpoint policy, while the Windows AD
endpoint is still managed by the Default endpoint policy.

Name Y% Assigned Gro... T Endpoint ... Profile ... ¥ Off-Fabri...T Policy C...T St...T
Linux Policy 3 All Groups/Li... &d2 VPN [ O
[ ] D... Enabled
WF |y
VE |
Zxgo..
MW e
_lEl D...
D...
5YS |
Default 1 ven [
[ ] D.. Enabled
|D_..
D...
D...
|
vis

FortiClient EMS automatically manages endpoints using the Default policy if they are
not assigned to specific endpoint policies.
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Exercise 2: Configuring On-Fabric Detection Rules

In this exercise, you will configure on-fabric rules on FortiClient EMS to determine the fabric status of the endpoint.

Configure On-Fabric Detection Rules

FortiClient EMS uses on-fabric detection rules to determine if a registered FortiClient endpoint is on-fabric or off-
fabric. You will configure on-fabric detection rules.

To configure on-fabric detection rules

1. Onthe HQ-EMS-1 VM, log in to the FortiClient EMS GUI.
2. Click Endpoint Policy & Components > On-fabric Detection Rules.
3. Click Add.
4. Inthe Name field, type On-Premises.
5. Inthe Rules section, click Add Rule.
6. Inthe Detection Type field, select Default Gateway.
7. Inthe IP Address field, type 10.0.1.254.
8. Click Add Rule.
On-Fabric Rule Set
Name On-Premises
Enabled aO
Comments Optional
A
Rules + Add Rule
Rule Type Criteria
Default Gateway (=} 10.0.1.254
e
9. Click Save.
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vy
‘q' The default gateway you specified in the on-fabric rule is the IP address of
-

the HQ-NGFW FortiGate. The HQ-PC-1 VM uses this gateway.

10. Click Endpoint Profiles > Remote Access.
11. Click Add.

12. Inthe Name field, type NO-VPN.

13. Disable Remote Access Profile.

Remote Access Profile

* Expand All a Collapse All
ame
NO-VPMN
General -

Allow Personal VPN @

Show VPN before Logon €@
Save Discard Changes
14. Click Save.

15. Click Endpoint Policy & Components > Manage Policies.
16. Select the Linux Policy policy, and then click Edit.
17. Enable Profile (Off-Fabric).
There are two profile columns. The one on the right is the Off-Fabric profile.

18. Inthe On-Fabric profile, in the VPN field, select NO-VPN.

53 FortiClient EMS 7.4 Administrator Lab Guide
Fertinet Technologies-ne.



Brave-Dumps.com

DO &L@;E BFELEHRJ‘IMU:IC Detection Rules Configure On-Fabric Detection Rules
© FORTINET

Endpoint Policy @

Endpoint Policy Name Linux Policy

Endpoint Groups l Filter Endpoint Groups
Path / group Domain Type
Linux Endpoints (5 Workgroups

Users

Profile (Off-Fabric) @ QO

Profile On-Fabric Off-Fabric

L NO-VPN *| € e Default v

19. Inthe On-Fabric Detection Rules field, select On-Premises.

Endpoint Policy @

sB ﬁ Default M ﬁ Default M
/2] Default v Default v

ﬁ ® Default - ﬁ ® Default -

Download Profile XML | & Profile XML | | & Off-Fabric Profile XML

On-Fabric Detection Rules

® On-Premises % -
—
Comments Optional
4
Priority 1
=it
20. Click Save.
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vy
- - When an endpoint matches the conditions specified in the on-fabric rule, it is
9 classified as On-Fabric. Different endpoint profiles can be assigned based
- on the fabric status.

Verify On-Fabric Detection Rules

You will verify the on-fabric detection rules.

To verify on-fabric detection rules

1. On the HQ-PC-1 VM, open a terminal window, enter the ip route show command, and then make a note of
your default gateway.

S ip route show

B i
default via 10.0.1.254 |dev ens3 proto static metric 1608
10.0.1.0/24 dev ens3 proto kernel scope link src 10.0.1.10 metric 188

169.254.0.0/16 dev ens3 scope link metric 16000
192.168.0.08/24 dev ens4 proto kernel scope link src 192.168.0.10 metric 101

2. Open the FortiClient console, and then click the user avatar.
The fabric status is On-fabric and a remote access profile is not available.

Add Full Name

Phone Add Phone
Email Add Email
adrmin
Get personal info from
O User Input
« 0 05 uUpdated 11/18/2024 11:25:45 PM

I Status Online/On-fabric I
Hostname hg-pc-1
Domain
vy o
- - The default gateway on the HQ-PC-1 VM matches the IP address specified in the on-
q fabric rule. The endpoint was classified as on-fabric and the endpoint policy removed
- the remote access profile.

3. Onthe BR-PC-1 VM, open a terminal window, enterthe ip route show command, and then make a note of your
default gateway.
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The gateway is 10.1.0.254 and does not match the on-fabric rules that have been configured.

4. Open the FortiClient console, and then click the user avatar.
The fabric status is Off-fabric and a remote access profile is also available.

FortiClient — Zero Trust Fabric Agent

Add Full Name
Phone Add Phone
Email Add Email

admin

Get personal info from
B User Input
+ O 0S5 Updated 10/29/2024 6:27:52 AM

I Status Cnline/Off-fabric I

Hostname br-pc-1
Domain
\" ! '.-
9 The off-fabric and on-fabric endpoints have different endpoint profiles assigned based
on their fabric status.
-

5. Return to the FortiClient EMS GUI, and then click Endpoints > All Endpoints.

6. Click hg-pc-1.
The Location of the endpoint is classified as On-Fabric and matches the rule you configured earlier for on-
fabric detection.
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@ Endpoints @ Scan -

admin Mariaged Dy search All Fields d ﬂ‘
Mo Email
@ O'Lin... Configuration Features
. Polic Linux Policy... . Antivirus installed
Device hg-pc-1 y . AR _
- ® Linux - Ubuntu Installer Mot assigned ,
FortiClient a Anti-Ransomware
1P 10.0.1.10 . 7.4.0.1636 i
e Tr not installed
MAC 02-09-0f-00-02-05 S Cloud Based
Public IP Serial FCT800071... g Malware Outbreak
. " Detection not
Status  Online Number }
installed
) of Sandbox not
Matched Default Gateway ﬂ; ﬁi :f"al ASD943528 . " installed
Rules 1P| 10.0.1.254 _ sandbox Cloud
Owner e - " not installed
Classification Tags
| Organization Web Filter

& Patch + [5 Moveto = & Action =

TR, T
ers & Jum
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Lab 5: Endpoint Profiles

In this lab, you will learn about endpoint profiles and provision them on FortiClient endpoints using FortiClient
EMS.

Objectives

¢ Enable the web filter, vulnerability scan, and antivirus features
¢ Create a policy to assign a new endpoint profile to an endpoint policy
¢ Test the security features on FortiClient endpoints

Time to Complete

Estimated: 35 minutes

Prerequisites (Self-Paced Only)

Before you begin this lab, you must identify the IP address of the FortiClient EMS, Windows-AD VM, and install
FortiClient on Windows endpoint.

Do not perform these steps if you are taking an instructor-led class. These steps are
required only if you are performing the self-paced labs.

To identify the IP address of the FortiClient EMS

1. On the Fortinet Training Institute side bar, click POD IP.
2. Inthe CREDENTIALS section, under IP address, locate and make a note of the IP address.
You will use this address where the lab asks for <FortiClient EMS IP address>.

To identify the IP address of the Windows-AD VM

1. On the Fortinet Training Institute side bar, click Windows-AD.
2. Inthe CREDENTIALS section, under IP address, locate and make a note of the IP address.
You will use this address where the lab asks for <Windows-AD IP address>.

To update the IP address of the Windows-AD VM

1. Onthe HQ-EMS-1 VM, log in to the FortiClient EMS GUI.
2. Click Administration > Authentication Servers, and edit the existing Active Directoryentry.
3. Update the IP address/Hostnamefield to match the Windows-AD VM IP address.
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Authentication Server

. . Active Directory

Lab 5: Endpoint Profiles

IP address/Hostname 10.188.4.30
Port 389

Usemame ADadmin
Password | ssssssssssssseeenes

4. Click Test to check the connectivity.
5. Click Save to save the authentication server.

To update the Domain Windows-AD VM

Continuing on the FortiClient EMS GUI, click Endpoints > Manage Domains, and delete the existing entry.
Click Yes.

1

2

3. Click Add > ADDS to open the Domain Import window.

4. Inthe ADDS Server field, select trainingAD.training.lab.

5. Inthe Select Base DN section, select the trainingAD.training.lab checkbox to add all the groups.

< Domain Import

ANDE Serern trainingAD.raining &b
NG EVeTy =11} Minutes
4 Thea minimum gymc perioc is B0 mirutss

Select Base DN Chimipes i Sadhezenl Rase: TN

I search fior DUs/ContainersGrouos q] Stalus Path
(¥ Willbe Adosd  TainingAD maining Jok
— B (¥ rainingal raininglab
kcn Legend o
+ B 7 Eutin
B G Cumpnlas

B G vomain Controllers
B G ForsignSenn yBowiak:
B G vanagec Servics Ascounts
+ B @Twny
t ] Briti

6. Click Save to import all the endpoints and users.
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Install FortiClient on AD Endpoint

1. On the Windows-AD VM, on the desktop, open the Resources folder.
2. Double-clickthe FortiClient.msi file.
3. Inthe FortiClient Setup window, select the checkbox to accept the license agreement, and then click Next to start
the installation.
4. Inthe Choose Setup Type window, ensure that the Secure Remote Access, Vulnerability Scan, Advanced
Persistent Threat (APT) Components, Sandbox detection, Cloud Scan, and ZTNA checkboxes are selected.
5. Click Next to continue.
6. Inthe Additional Security Features window, select Antivirus, Web Filtering, and Anti-Ransomware
checkboxes.
7. Click Next to continue.
8. Click Next to continue.
9. Click Install to continue.
10. After the FortiClient installation is complete, click Finish.
11. Open the FortiClient console.
12. Inthe Enter Server address or Invitation code field, type the <FortiClient EMS IP address>.
13. Click Connect.
14. Inthe Invalid certificate detected window, click Accept.
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Exercise 1: Assigning an Endpoint Profile for Deployment

In this exercise, you will configure security profiles in the endpoint profile. After you complete provisioning,
FortiClient EMS pushes the configuration to FortiClient endpoints.

Enable the Security Features in the Endpoint Profile

You can enable and disable security features, such as web filter, malware (antivirus), and vulnerability scan, in
endpoint profiles.

To enable the web filter feature in the endpoint profile

1. Onthe FortiClient EMS GUI, click Endpoint Profiles > Web Filter, select Default, and then click Edit.

2. Onthe Web Filter Profile page, enable Web Filter Profile, and then ensure that the value in the Enable
WebFiltering on FortiClient field is Always On.

3. Enable Enable Web Browser Plugin for Web Filtering.

\Web Filter Profile @) | - ExpandAll = Collapse Al
Mame Default m Advanceg XML
Scheduling -
General -
Reguest Timeout 7
Enable WebFiltering on Always On .
FortiClient
Log AlURLs
Log User Initiated Traffic
Emblg ng Browser Plugin for e ©
eb Filtering
Sync Mode €
Check User Initiated Traffic o o)
Only
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4. Inthe Categories section, in the Bandwidth Consuming field, click + to expand the list.
5. Inthe Streaming Media and Download field, select Block.

@ Categories

AdultMature Content O +
Bandwidth Consuming o | -
File Sharing and Storage Q"

Freeware and Software Downloads

Al

Internet Radio and T+ @ Elock
Internet Telephory B Maonitar

Peer-to-peer File Sharing YT

Streaming Media and Download

6. Inthe Exclusion List section, click Add, change the action to Allow, type
www.fortiguard.com/wftest/25.html, and then leave the other settings at the default values.

Web Filter Profile @) ~ ExpandAll |+ Collapse Al

MName Default m Advancec XML

& Import <4 Add

Action ¢ Type+ URLS$

o - Aa ~ www. fortiguard. comiwftest25.html

7. Click Save to apply the web filter profile.

To verify the vulnerability scan configuration in the endpoint profile

1. Continuing on the Endpoint Profiles page, click Vulnerability Scan.
2. Click Default, and then click Edit.

3. Onthe Vulnerability Scan Profile page, ensure Vulnerability Scan Profile is enabled, and then in the Scanning
section, ensure Scan OS Vulnerabilities is enabled.
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Vulnerability Scan

Profile + Expand All |« Collapse All

Mame Default m Advancec XML

Scanning -

Scan on Registration

Scan on Vulnerability Signature
Update

Scan OS5 Vulnerabilities :’I.

Force Enable Windows Update

4. Click Save to apply the changes.

To enable the antivirus feature in the endpoint profile

1. Continuing on the Endpoint Profiles page, click Malware Protection.
2. Click Default, and then click Edit.

3. Enable AntiVirus Protection, ensure that Real-Time Protection is enabled, and then leave all other settings at
the default values.
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Malware Protection

= Expand All | a Collapse All

Profile
MName Default m Advancegq XML
@) AntiVirus Protection -
General -
Delete Malware Files After 100 Days

Identify Malware and Exploits Using
Signatures Received From
FortiSandbox

@ Real-Time Protection -

Alert When Viruses Are Detected @ @D

If another Antivirus product
has already been installed

Disable FortiClient Real-Time Protection N

Scan Compressed Files € O

4. Click Save to apply the changes.

A\
‘-9-' In this exercise, you are using the Default profile for the security profiles. In a

production environment, you can create custom profiles and assign them to endpoint
groups or domains.

Assign Endpoint Profiles to an Endpoint Policy

After you enable the endpoint profiles, you must assign the endpoint profiles to an endpoint policy. When you
create this endpoint policy, the profile settings are automatically pushed to the endpoints in the domain or
workgroup.

To assign endpoint profiles to an endpoint policy

1. Click Endpoint Policy & Components > Manage Policies, click Linux Policy, and then click Edit.
2. Ensure that the Default profiles are applied and enabled for WF, VULN, and MW.
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dpoint Policy Exercise 1: Assigning an Endpoint Profile for Deployment
Profile On-Fabric Off-Fabric

E3 v NO-VPN *|| €% | ® Detaut v
| | # | » Default || ® |« Default v
¥ ] K] ] ]
WF ﬁ @ Default v ﬁ @ Default v
¥ | K] | ]
ﬁ Default N ﬁ Default N
m ﬁ @ Default N ﬁ @ Default v
m ﬁ @ Default N ﬁ @ Default N
ﬂ ﬁ Default N ﬁ Default N
| | Default || & Default v
m ﬁ @ Default N ﬁ @ Default N

3. Click Save to apply the changes.

4. Repeat steps 2-3 for the Default endpoint policy.
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Exercise 2: Testing Antivirus Protection

In this exercise, you will test the FortiClient malware protection features that you configured in the first exercise.
You will test antivirus protection to understand how FortiClient performs real-time protection.

Verify AntiVirus Protection Settings

You will verify antivirus settings on FortiClient, which you configured in the FortiClient EMS endpoint profile, and it
was then pushed to FortiClient.

To view and verify current FortiClient antivirus protection settings

1. On the Windows-AD VM, open the FortiClient console, click MALWARE PROTECTION, and then in the AntiVirus
Protection section, ensure that the value in the Realtime Protection field is ON.

@ AntiVirus Pratection
~@ Rezltime-protection zgai~st file cased malware & attack communicatio~
chan-es

Regltime Protection: ON
AntiExploit shialded applications: @
AntiExploit blocked exploit attempts:

Drynamic Threat Detection: R
Virus Threats Detected:
Scan Schedule Scan un Lhe sl day of each monlh gl 1%:3D

If an antivirus scan is already in progress, stop the scan, and then click X to close the
scan window.

2. Click the settings icon {:} and then verify that the Scan files as they are downloaded or copied to my
system checkbox is selected.

= AntiVirus Protection
= Settings
Scan files as they are downloaded or copied to my system
Antimalware Scan Interface (AMSI)

Dynamic threat detection using threat intelligence data
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Test the Antivirus Real-Time Configuration

You will open a file that contains the EICAR virus hash on your Windows-AD VM. The EICAR test file is an
industry-standard virus that is used to test antivirus detection without causing damage.

To test the antivirus configuration

1. On the Windows-AD VM, on the desktop, open the Resources folder.
2. Double-click the testfile. txt file.
The file is quarantined because it contains the EICAR virus hash.

Virus Alert >

@ Process: C:WwindawzhSystern32notepad. exe

[tem: WYC AU zers AdministratorDezkop R esourcestestfile. bt
Wirs: EICAR_TEST_FILE /353205
Status Quarantined

[ ] Do not show me this alert for 1 hour

T Yiew recently detected virug(es]

3. Click Close.
4. Click OK.
Why did the file fail to open?

Stop and think!

Because the file is quarantined, a FortiClient EMS administrator must add it to the allowlist and restore it to
view the content.

5. Return to the FortiClient EMS GUI, and then click Quarantine Management > Files.
It takes a few minutes for quarantined file to be displayed on FortiClient EMS.

1 0 1 1
uaranined 1iles reesturod iles Allevlod Husls M Do chones
visw ~  Display by Instance = _ = Fiters ~ 3
Hosl File Bize Threar Bource Etatus Summary
JUMFDOX restf et 720D CICAR_TCST_FILC Realime Scan Quarantinec 1instancs
O Demein Conmre|lers DB0TD2eTACF13ES206S IMC2CI54DODFDAGTCHRCTS ... 2024-12-11 02: 110 1 hos: affectzc

The FortiClient EMS administrator can review the quarantined file. If the file is safe, the FortiClient EMS
administrator can add the file to the allowlist and restore the quarantined files. This releases the files from
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quarantine and makes them accessible on the endpoint with the next telemetry communication between
FortiClient EMS and FortiClient.
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Exercise 3: Performing Vulnerability Scans

69

In this exercise, you will learn how a vulnerability scan helps detect and patch application vulnerabilities that can
be exploited by known and unknown threats. You will run a vulnerability scan from FortiClient EMS to a registered
FortiClient endpoint. You already enabled the vulnerability endpoint profile in the first exercise, and it was then

pushed to FortiClient.

To run a vulnerability scan from FortiClient EMS

1. On the FortiClient EMS GUI, click Endpoints > All Endpoints, and then select the br-pc-1 checkbox.
2. Click Scan, and then select Vulnerability Scan to perform a vulnerability scan on the selected endpoint.

0 1 0 0
Not Mot Out-Of- Security Quarani
[ ] Endpoints ESE=LIIRAN & Paich = [3 Moveto - k¥ Action -
@® br-pe-1 Quick AV Scan D.1.c.1¢ Search All Fields 2
O Linux En¢ ~ Full AV Scan 3
Vulnerability Scan
@ hg-pe-1 ' ' T 100110 3 Policy ... D EMS 3
O Linux End... ©
B Jumpbox BN . - 17216.. x¥Policy... ' EMS 5 ]

3. Onthe BR-PC-1 VM, open the FortiClient console, and then click VULNERABILITY SCAN to view the scan

progress.
It will take a few minutes for the vulnerability scan to complete.
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Forticlient — Zero Trust Fabric Agent x

Scanning for Vulnerabilities

admin

Duration 000042
Step Cearching for Vulnerzbillldes
Vulnerablliies Scanned 3

To review the vulnerability scan results

1.

After the scan is finished, close the scan window.
Vulnerability information appears on the FortiClient console, similar to the following example:

Vulnerabilities
© Helps detect and patch application vulnerabilities that can be exploited by
known and unknown threats
admin Scan Schedule: No Scan Scheduled | Scan History |
Last Scan: Wed, Nov 20, 2024, 03:56:35 AM GMT+1

\RE PROTECTION

| VULNERABILITY SCAN

@ Vulnerabilities Detected

Total Vulnerabilities: 34

6 23 5 0

CRITICAL HIGH MEDIUM LOW

2. To review the vulnerability details, click CRITICAL, and then expand 3rd Party App.
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= 3rd Party App (1)

[] v @ thunderbird 1:102.15.0+build1-0ubuntu0.22.04.1 Auto-Patch
(3)
| VUINERABWTYNAME  SEVERTY  DETAUS
Security Vulnerabilities fixed in thunderbird USM-6405-1 =
security Vulnerabilities fixed in thunderbird USM-6468-1 =
Security Vulnerabilities fixed in Ubuntu thunderbird USM-6903-1 =
Security Vulnerabilities fixed in Ubuntu thunderbird USH-6995-1 =

Ubunitu thunderbird CVE-2024-9680 Vulnerability

In this case, FortiClient can install the software patch because the recommended action is Auto-Patch.

3. Close all the windows.
4. Return to the FortiClient EMS GUI, and then click Dashboard > Vulnerability Scan.

5. Inthe Current Vulnerabilities Summary widget, click Third Party App, and then click Critical to view the critical
vulnerabilities on the affected endpoint.

Current Vulnerabilities Summary

34 17 3 0

Total Operating System Browser Microsoft Off

| Third Party App | 0 0 0
Service User Config Other

In this case, the FortiClient EMS administrator has the option to patch the endpoint for these specific
vulnerabilities.
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Security Vulnerabilities fixed in thunderbird USN-... 77285
Security Vulnerabilities fixed in Ubuntu thunderbi... 20548
Security Vulnerabilities fixed in Ubuntu thunderbi... 81065

Ubuntu thunderbird CVE-2024-9680 Vulnerability 81681

CVE-2023-57...

CVE-2024-86...

CWVE-2024-75...

CVE-2024-9680

|_ Patch

| Patch

| Paich |

6. Inthe Affected Endpoints column, for any vulnerability, click the number.

< Critical Severity Application Vulnerabilities

viinarakility Na -e s Ferti. T=
Security Vulnerabilities fixed in thun... 76686
Security Vulnerabilities fixed in thun... 77285
Security Vulnerabilities fixed in Ubu... 80543
Security Vulnerabilities fixed in Ubu... 81065

Ubuntu thunderbird CVE-2024-968... 81681

CVE... T3 Affecte... 3 Patch... T3

CVE-202...

CVE-202... 1
CVE-202... 1
CVE-202... 1

CVE-202... 1

The FortiClient EMS administrator can view which endpoints are impacted by vulnerabilities.

ALY

- -
9 In a production environment, you should install the patches for affected applications.
A—
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Exercise 4: Testing the FortiGuard Web Filter

In this exercise, you will test the configuration (web filter profile) that you defined in a previous exercise. First, you
will examine the FortiClient web filter, based on FortiGuard categories, by making sure that FortiClient can contact
the FortiGuard servers. Next, you will review a category-based web filter security profile on FortiClient and inspect
the web traffic.

Verify FortiGuard Connectivity

You will verify connectivity to FortiGuard Distribution Servers (FDS) from the FortiClient host VM. FDS is required
because it handles URL categorization. FortiClient takes action to allow or block websites based on category.

To verify FortiGuard connectivity

1. Onthe BR-PC-1 VM, open the CLI, and then enter the following command:
ping -c 4 fgdl.fortigate.com
If FortiClient can contact FortiGuard, you should see the following output:

: 5 ping -c 4 fgdl.fortigate.com
PING guard.fortinet.net (173.243.138.91) 56(84) bytes of data.
64 bytes from 173.243.138.91 (173.243.138.91): icmp_seg=1 ttl=55 time=63.
64 bytes from 173.243.138.91 (173.243.138.91): icmp_seqg=2 ttl=55 time=60.
64 bytes from 173.243.138.91 (173.243.138.91): icmp_seqg=3 ttl=55 time=60.

64 bytes from 173.243.138.91 (173.243.138.91): icmp_seq=4 ttl=55 time=63.8

--- guard.fortinet.net ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3@@5ms
rtt min/avg/max/mdev = 60.564/62.201/63.775/1.458 ms

Identify Web Filter Categories

To understand how websites are categorized on FortiGuard, you must first identify how the FortiGuard service
categorizes specific websites.

To identify web filter categories

1. Continuing on the BR-PC-1 VM, open a new browser tab, and then visit https://www.fortiguard.com/webfilter.
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FortiGuard Labs

» Home [ Web Filter

d

At a glance:

DOWNLOAD FORTICLIENT

Brave-Dumps.com
Identify Web Filter Categories

News | Research Services Threat Intalligance Resources About

wi Web Filter Lookup

Q 70+

Submit a URL to check its Rating FortiOS Version

Latest Web Filter Databases

Please enter a URL or an IP address to see its category and history. If the URL is uncategorized,
you may submit the URL along with a contact email address to be notified of any revision updates.

Reviews are generally processed and updated within 24 hours.

Protect your organization by blocking access to malicious, hacked, or inappropriate websites with
FortiGuard Web Filtering. Web filtering is the first line of defense against web-based attacks.
Malicious or hacked websites, a primary vector for initiating attacks, trigger downloads of malware,
spyware, or risky content.

FortiGuard URL Database Categories are based upon the Web content viewing suitability of three
major groups of customers: enterprises, schools, and home/ffamilies. They also take into account
customer requirements for Internet management. The categories are defined to be easily
manageable and patterned to industry standards.

2. Use the Web Filter Lookup tool to search for the following URL:

www.dailymotion.com

FortiGuard Labs

> Home / Web Filter

s | Rasmarch Sarvices Themat Intelligancs

FmsouTRE  Abot

ws Web Filter Lookup

J

dailymotion.com

Ala glanoe:

Subenit & LIR1

WE Rating History

ok its Rafing. Forti(l5 Marsion

Caltegory: Streaming Media and Download

Wiebsites that allow the downloading of MP2 or other multimedia files.
Group: Bandwidth Consuming

to see if this categary is currently blocked.

Latest Web Filter Databases

Pratect your arganization by blocking aceess to malicious, hecked, or inappropriate wehsites with
ForliGuard Web Filtering. Wab filteri the first line of defanse nst web-based attacks.
Malicious or hacked websites, a primary wec g attacks, trigger downkoads of malware,
spyware, or risky

reonal Storage

manageabls and pattermed o induskry standards.

sanal Storage

Dailymotion is listed in the Streaming Media and Download category.

3. Use the Web Filter Lookup tool again to find the web filter categories for the following website:

www.fortiguard.com/wftest/25.html
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You will test your web filter using these websites.

Review a FortiGuard Category-Based Web Filter

You will review the web filter profile and configuration of the FortiGuard category-based filter. These are the web
filter settings that you configured in a previous exercise on endpoint profiles, which EMS then pushed to the

endpoints.

To review the web filter profile

1. Onthe BR-PC-1 VM, click the FortiClient icon, and then click FortiClient to open the FortiClient GUI.

Activities Ock 31 03:59 m

FortiClient

2. Click WEB FILTER, and then verify that FortiGuard category based filter is enabled.

f'al Web Filter Enabled
) :

Sites Blocked (in last 7 days):

3. Inthe upper-right corner, click the settings icon
4. Click Bandwidth Consuming to expand it and view the subcategories.
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FortiClient — Zero Trust Fabric Agent _ x|
(x]
= Site Categories
Unrated Freeware and Software Downloads
admin Potentially Liable File Sharing and Storage
Adult/Mature Content 0 Streaming Media and Download
Peer-to-peer File Sharing
Security Risk Internet Radio and TV
General Interest - Personal Internet Telephony
General Interest - Business

5. Verify that Streaming Media and Download is set to Block.

Test the Web Filter

You will test the web filter security profile for the configured category. You will also verify that the
www.fortiguard.com/wftest/25.html URL is included in the exclusion list and test the web exclusion list.

To test the web filter

1. Continuing on the BR-PC-1 VM, open a new browser tab, and then visit www.dailymotion. com.
A blocked page message is displayed because of the predefined action for this website category.
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b Web Page Blocked! x | + _
&} 2% dailymaotion.com g
B HQ-EMS-1

SERTINET % URL Blocked by FortiClient

www.dailymetion.com

is in the category ~ Bandwidth Consuming:Streaming Media and Download

Your FortiClient administrator has blocked this category

Wrong Category? Click Here

To verify a URL is included in the exclusion list

1. Onthe BR-PC-1 VM, open the FortiClient console, and then select WEBFILTER.

2. Inthe upper-right corner, click the settings icon {:} .

3. Expand Exclusion List.

= Exclusion List

(] LRL wwnw fortiguard.com M witest/25.html

To test the web exclusion list

1. Continuing on the BR-PC-1 VM, open a new browser tab, and then try to access the website
www.fortiguard.com/wftest/25.html.

This website is allowed because it matches an exclusion list to bypass the FortiGuard block category.

To review the web filter profile events for the category-based filter

1. Return to the FortiClient EMS GUI, click Endpoints > All Endpoints, and then click br-pc-1.
2. Click Web Filter Events.
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[ ] Endpoints @ Scan = # Patch * [ Moveto » ¥ Action =

@ br-pec-1 .a admin v | 10.1.0.10 <1 Policy Search All Fields mz

0 Linux Endpoints Linue Policy

Summary Web Filter Events

Date T+ Count ¥ Message T+ Actions

PO24-11-20 02:40:16 1 Blocked (Bandwidth Consuming:Streaming Media and Download): Q m
www.dailymotion.comifavicon.ico (Jopt/‘googlefchrome/chrome)

PO24-11-20 02:40:15 1 Blocked (Bandwidth Consuming:-Streaming Media and Download): ... Q m

—

According to the events, www.dailymotion.comwas blocked because the URL belonged to a denied
category—Bandwidth Consuming: Streaming Media and Download.
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Lab 6: ZTNA

There is no lab associated with Lesson 6 at this time. You will configure ZTNA after Lesson 7.
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Lab 7: Zero Trust Network Access

In this lab, you will learn about the use of a zero trust network access (ZTNA) proxy for remote access to specific
applications. You will configure the required configuration on FortiClient EMS, FortiGate, and FortiClient.

Objectives

¢ Add FortiClient EMS to the Security Fabric

¢ Verify the FortiGate and FortiClient EMS connection

* Configure security posture tagging rules

¢ Enable the ZTNA feature on FortiGate and verify security posture tags

* Configure a basic HTTPS access proxy with SSL certificate-based authentication
¢ Configure a TCP forwarding access proxy SSH

* Configure ZTNA for SaaS application access

Time to Complete

Estimated: 60 minutes
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Exercise 1: Adding FortiClient EMS to the Security Fabric

In this exercise, you will add FortiClient EMS to the Security Fabric.

To integrate FortiClient EMS with FortiGate

1. On the HQ-EMS-1 VM, open Google Chrome, and then in Bookmarks, select the HQ-NGFW login page
bookmark.

N

Log in to the FortiGate GUI with the following credentials:
¢ Username: admin
e Password: Fortinet1!

3. Click Security Fabric > Fabric Connectors.
4. Inthellist, select FortiClient EMS, and then click Edit.
5. Inthe FortiClient EMS Settings window, select EMS 1, click Enabled, and then configure the following settings:

Field Value

Name EMSServer

IP/Domain name 10.0.1.100

FortiClient EMS Settings

Settings Info

EMS 1 - EMSServer

Status [ FEGIELE @ Disabled

Type FortiClient EMS Clouc
Name EMSServer

|P/Domain name | 10.0.1.100 J
HTTPS port 443

EMS threat feed (2 ©

6. Click OK, and then click Accept to accept the certificate and save the settings.
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Verify EMS Server Certificate b

In order for the FortiClient EMS and FortiGate to communicate, the
following certificate provided by the FortiClient EMS must be reviewed
for correctness, and accepted if deemed valid.

Do you wish to accept the certificate as detailed below?

Version 3

Serial Mumber OC:AB:4A:44:BB:E5:D2:E3

Subject:

Common Name (CN) EMS
Organization (O) Fortinet

Organization Unit (OU)  Training

Locality (L) Ottawa
State (ST) Ontario
Country/Region (C) CA

7. Click Close to close the FortiClient EMS Status warning window.
8. Onthe FortiClient EMS GUI, click Administration > Fabric Devices.
9. Select the checkbox for the FortiGate, and then click Authorize.

w m Standalone devices
@ Delete @ Authorize = ® Deauthorize & Refresh
8 Serial Number = Status Capabilities Last Seen IP = Version =
E M Fovmozmisooi1s () o 10.0.1.254
eneTm
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10. Select the checkbox for the FortiGate again, and then click the edit icon |:

w m Standalone devices

@ Delete @& Authorize @ Deauthorize & Refresh

Serial Number 2 Status Capabilities Last Seen P +  Version 3

M FevmozTmisoo1nns (v R553) o few secfRaENNET 10.0.1.254 E ‘
EZnETn

11. Inthe Tag Types Being Shared field, select all tag types.
12. Inthe FortiClient Endpoint Sharing (for IP/Mac NAC user only) field, select Share all FortiClients.

13. Click Update to apply the changes.

Edit FGYM02TM19001113

© Changing sharing settings will trigger a resync of FortiClient tag information to this
FortiGate. Multiple changes in a short time may temporarily degrade performance.

Alias

Optional

Tag Types Being Shared

Security Posture Tags Classification Tags

Outbreak Tags Fabric Tags

FortiClient Endpoint Sharing (for IP/Mac NAC use only)

Share all FortiClients

This setting s only wsed for TPIMac baced compliance enforcement
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Exercise 2: Configuring Security Posture Tags, Tagging

Rules, and Features

In this exercise, you will verify the connection between FortiClient, FortiClient EMS, and FortiGate. You will also
configure security posture tags and tagging rules, and then verify if the tags are synchronized on FortiClient and
FortiGate. These tags will be used in the next exercises to authorize user traffic based on security posture tagging

rules configured on FortiClient EMS.

Verify the Connection Between FortiClient, FortiClient EMS, and FortiGate

Establishing device identity and device trust between FortiClient, FortiClient EMS, and FortiGate is integral to
ZTNA setup. All of these devices must have a stable connection in order to exchange the information required for

ZTNA tagging to work correctly.

You will verify the status of telemetry connections on the FortiClient console and FortiGate Fabric connector.

To verify the FortiClient to FortiClient EMS connection
1. Onthe BR-PC-1 VM, click the FortiClient icon, and then click FortiClient to open the FortiClient GUI.

Activities Ock 31 03:59 m

FortiClient

2. Inthe ZERO TRUST TELEMETRY section, ensure that the status of Centrally Managed by EMS is Connected.
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FortiClient — Zero Trust Fabric Agent

@ FortiClient - Connected

Zero Trust Fabric Agent

admin
=--1 Centrally Managed by EMS
w2 Statuss @ Connected =

,{\ ZERO TRUST TELEMETRY

If the status is Not reachable, you must reconnect the endpoint.

1. Inthe ZERO TRUST TELEMETRY section, click Disconnect.

2. Inthe Enter Server address or Invitation code field, type 100.64.0.1, and
then click Connect to reconnect the BR-PC-1 VM to FortiClient EMS.

FortiClient — Zero Trust Fabric Agent

@ FortiClient - Disconnected

Zero Trust Fabric Agent

admin

:-3l Register with Zero Trust Fabric

*® Enter Server address or Invitation code:

:\ ZERO TRUST TELEMETRY

[100.64.0.1 [connect] = =

To verify FortiClient EMS as the Fabric Connector

1. Onthe HQ-EMS-1 VM, open Chrome, and then log in to the HQ-NGFW FortiGate GUI.

2. Click Security Fabric > Fabric Connectors.
3. Inthe FortiClient EMS section, in the EMSServer field, see the connector status.

The up arrow should be green.
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Core Network Security Connectors

qi’) Security Fabric Setup

Role Standalone

LANM Edge Devices

Device Type Device Count Status

& FortiGate (1, @ All authorized & registered

039 FortiAP ® None configured

2 FortiSwitch (0] Mone configured

& FortiExtender ® None configured

@ Logging & Analytics @ FortiClient EMS
FortiAnalyzer € Disabled EMSServer @ Connected
Cloud Logging € Disabled IP address 10.0.1.100

You can also verify the status by entering the following command on the FortiGate

' CLI:
\‘ ’.r
9 diagnose endpoint fctems test-connectivity <fctems ID>
= HQ-NGFW-1 # diagnose endpoint fctems test-connectivity 1

Connection test was successful.

Configure FortiClient EMS Security Posture Tagging Rules

FortiClient EMS uses security posture tagging rules to tag endpoints based on the information that it has on each
endpoint. The tags are shared with FortiGate, which then uses them to assign authorization to user traffic.

You will configure security posture tagging rules on the FortiClient EMS server.
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To configure the FortiClient EMS security posture tagging rule for compliant endpoints

1. Onthe FortiClient EMS GUI, click Security Posture Tags > Security Posture Tagging Rules.
2. Click Add.
3. Inthe Name field, type Compliant.
4. Inthe Tag Endpoint As field, type Compliant, and then press Enter.
5. Inthe Rules section, click Add Rule, and then in the OS field, select Linux.
6. Inthe Rule Type field, select FortiClient Version.
7. Inthe FortiClient Version field, type 7. 4. 0, and then click Save.
8. Click Add Rule again to create a second rule.
9. Inthe OS field, select Linux.
10. Inthe Rule Type field, select AntiVirus Software.
11. Inthe AV Software field, select AntiVirus Software is installed and running, and then click Save.

Security Posture Tagging Rule Set

Mame Compliant

Tag Endpoint As € Compliant N
Enabled &0

Comments

& Edit Logic < Add Rule

FortiClient Version =7.4.0

AntiVirus Software A\ Software is installed and running

12. Click Save to save this security posture tagging rule set.

To configure the FortiClient EMS security posture tagging rule for detecting non-compliant
endpoints

Click Security Posture Tags > Security Posture Tagging Rules.

Click Add.

In the Name field, type Non-Compliant.

In the Tag Endpoint As field, type Non-Compliant, and then press Enter.
Click Add Rule to create arule.

o ODd=
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In the OS field, select Linux.

7. Inthe Rule Type field, select AntiVirus Software.
8. Inthe AV Software field, select AntiVirus Software is installed and running, and then select the NOT
checkbox.

ecurity Posture
Tagging Rules

os Windows Mac i0s Android

Rule Type Antivirus Software i

AV Software @ NOT || AV Software is installed and running v

Enable latest update
check

9. Click Save.
10. Click Save to save this security posture tagging rule.
Both rules appear in the Security Posture Tagging Rule Sets section.

E4 Invitations

@

A User Verification Disabled

)
a5

Security Posture Tagging Rules

Security Posture Tag Monitor
(i FortiGuard Outbreak Detecti...
& Software Inventory
4 Quarantine Management

& Administration

L

User Management

£ System Settings >

& Dashboard 2 Security Posture Tagging Rule Sets = Manage Tags <& Import & Export < Add & Refresh Y X Cle
(8 Endpoints » Name T+ Tag T+ Status T Comments

£ Deployment & Installers > Compliant Compliant @ Enabled

B Endpoint Policy & Components ¥ MNon-Compliant MNon-Compliant @) Enabled

(§ Endpoint Profiles >

B Security Posture Tags v

~ 4“4 g

11. Click Security Posture Tags > Security Posture Tag Monitor.

br-pc-1 and hg-pc-1 are tagged as Compliant. If this does not appear immediately, in the upper-right corner,

click Refresh.
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Endpoint with Tag = Refresh

B Compliant (2)

Endpoint User 05 P Category Tagged on
br-pe-1 . admin Linu - Ubuntu 22.0...  10.1.0.10 Security Posture 2024-11-21 02:34:06
hg-pe-1 . admin Linux - Ubuntu 22.0...  10.0.1.10 Security Posture 2024-11-21 02:20:18

To configure the security posture tag to display on FortiClient

1. Continuing on the FortiClient EMS GUI, click Endpoint Profiles > System Settings.
2. Select the Default profile, click Edit, and then click Advanced.
3. Onthe System Settings Profile page, in the Ul section, enable Show Security Posture Tag on FortiClient

GUL

System Settings Profile ~ Expand Al « Collapse All

Mame Default Basic Advanced I XML
Ul -

Require Password to Disconnect From EMS

Do Mot Allow User to Back up Configuration

Allow User to Shutdown When Registered
to EMS

Hide User Information

Hide System Tray lcon

Show Security Posture Tag on FortiClient @O

Gul
Language € Default T
Default Tab Zero Trust Telemetry N

4. Click Save to apply the changes.
5. Onthe BR-PC-1 VM, on the FortiClient GUI, click the user avatar.
The Security Posture Tags field shows the currently detected tags.
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Are Synchronized

FortiClient — Zero Trust Fabric Agent -

Add Full Name
Phone Add Phone
Email Add Email

admin

Get personal info from
O User Input

« 0 05 Updated 10/29/2024 6:27:52 AM

Status Online/Off-fabric
Hostname br-pc-1
Domain

Security Posture g, Compliant
Tags

You may need to wait until the next FortiClient synchronization cycle with FortiClient EMS before the tags
appear on the FortiClient console.

Enable the ZTNA Feature and Verify That ZTNA Tags Are Synchronized

You will enable the ZTNA feature on FortiGate, and then verify that the tags are synchronized between FortiClient
EMS and FortiGate.

To enable the ZTNA feature and verify that ZTNA tags are synchronized on FortiGate

1.

Return to the FortiGate GUI, click System > Feature Visibility, enable Zero Trust Network Access, and then
click Apply.

Click Policy & Objects > ZTNA, and then click the Security Posture Tag tab.

Expand Security Posture IP Tag.

Security posture tags should be displayed.

Hover over the Compliant tag, and then click View resolved addresses to see the IP addresses of the endpoints.
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ZTNA Server Security Posture Tag Security Posture Tag Group

© Q Search Security Posture Tag Compliant a
| Provided By @ EMSServer
name Type IP nmen

[] Security Posture S, Security Posture -

B ow References 0

Google Chr ' := view matched endpoints €9 FE View resolved addresses @

Non-Compliant 2 EMSServer  Security Posture
all_registered_clien & EMSServer Security Posture

PET EMS_ALL_UNKNOY
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Exercise 3: Configuring an HTTPS Access Proxy With
Certificate Authentication and Security Posture Tags

In this exercise, you will configure a basic HTTPS access proxy with SSL certificate-based authentication. A client
certificate is obtained when an endpoint registers with FortiClient EMS. FortiClient automatically submits a CSR
request and FortiClient EMS signs and returns the client certificate. The endpoint information is synchronized
between FortiGate and FortiClient EMS. You will also configure ZTNA policies to apply security posture checks
using security posture tags.

Configure a Basic HTTPS Access Proxy With Certificate-Based
Authentication and Security Posture Tags

You will create a ZTNA server, real server, and ZTNA rule on FortiGate, which are all required by the HTTPS
access proxy setup.

To configure the ZTNA server or HTTPS access proxy VIP

1. On the HQ-EMS-1 VM, open Chrome, and then in Bookmarks, select the HQ-NGFW login page bookmark.
2. Logintothe FortiGate GUI with the following credentials:
e Username: admin
e Password: Fortinetl!
3. Click Policy & Objects > ZTNA, and then click the ZTNA Server tab.
4. Click Create New to create a new server, and then configure the following settings:

Field Value

Name ZTNA-Server
Interface Select port2.
IP address 100.64.0.1
Port 9443

Default certificate Select FGT.
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New ZTNA Server

Type (O IPv4
Name ZTNA-Server

Comments

Connect On

Interface v

P address 100.64.0.1

Port 9443

@ saML

Services and Servers

IDefauIt certificate g FGT X

Cmmrn fmamemer namminey

In the Service/server mapping section, click Create New.

In the Service field, ensure that HTTPS is selected.

In the Virtual Host field, ensure that Any Host is selected.

In the Match path by field, ensure that Substring is selected.

Leave the Path field at the default value of /.

10. Inthe Server section, in the IP address field, type 10.0.1.20, in the Port field, type 443, and then click OK.

© ®No G
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New Service/Server Mapping

Type @ IPv4

Service HTTP BEIRIEN Saas (CASB) TCP Forwarding

Virtual Host Al Specify

Match path by Belldsigll:@ Wildcard Regular Expression

Path /

Server

Address type n FOQDM

Paddress [ 10.0.1.24 ]
Port 443

11. Click OKto save the Servicel/server mapping settings.
12. Click OK to complete the ZTNA server setup.

To configure a ZTNA policy

Click Policy & Objects > Firewall Policy.

Click Create New to create a new rule.

In the Name field, type ZTNA-Access.

In the Schedule field, ensure that always is selected.

In the Action field, select ACCEPT.

In the Type field, select ZTNA.

In the Incoming interface field, select port2.

In the Source field, select all.

In the Security posture tag field, select All of, and then add IP TAG Compliant.
In the ZTNA server field, select ZTNA-Server.

. Inthe Logging Options section, ensure that the Log Allowed Traffic field is set to All Sessions.
Ensure that Enable this policy is enabled.

© O NGO RODN-=
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Certificate Authentication and Security Posture Tags

o

Mame (1)
Schedule

Action

Type

Source

User/group

ZTMNA server

Incoming interface

Source & Destination

Security posture tag

ZTNA-Access
(@ always

¥ Yeeaul &) DENY

(¥ 5]
—t
%]

Show logic

4

Any of ALK

Compliant

i@y ZTNA-Server

13. Click OK to save the settings.

To create a deny policy for compliance failure

1. Click Policy & Objects > Firewall Policy, and then click Create New.

2. Inthe Create New Policy window, configure the following settings:

Field Value

Name

Schedule

Action

Type

Incoming interface

Source

95

ZTNA-Compliance-Failure
always

DENY

ZTNA

port2

all
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Field Value

Security posture tag All of

IP TAG Non-Compliant

ZTNA server ZTNA-Server
Log violation traffic Enabled
Enable this policy Enabled

3. Click OK to save the new rule.
4. Move this policy above the ZTNA-Access policy.

Test Remote Access to the HTTPS Access Proxy

You will test the HTTPS access proxy connection for authorized users.

To test the connection for authorized users

1. Onthe BR-PC-1 VM, open a terminal window.
2. Enterping -c 4 webserver.training.lab, and then verify thatitresolvesto 100.64.0.1.
3. Open Chrome, and then enter webserver.training.lab:9443.

The browser prompts you for the client certificate to use.

4. Selectthe EMS signed certificate, and then click OK.
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ebserver.training.lab x| + - a
X 2 webserver.training.lab:2443 w -
HQ-EMS-1 .

Select a certificate X

Select a certificate to authenticate yourself to
webserver.training.lab:9443

Subject Issuer Serial

Certificate information Cancel

Access to the web server should be allowed. This exercise uses the FortiAnalyzer login page to demonstrate
the web page.
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- IFo;:tinlet‘1'_e'chnologiesjnc,.-__ R }

¥ FortiAnalyzer-vM64-Kvi % | +

c 23 webserver.traininglab:3443/ui/login

@ HQ-EMS-1

FortiAnalyzer-VM64-KVM

& sername

& Password

5. Close Chrome.

A\
- - By default, client certificate authentication is enabled on the access proxy, so when the
q HTTPS request is received, the FortiGate WAD process challenges the client to
- identify itself with its certificate.

To locate the certificate on the endpoint and match it on FortiClient EMS and FortiGate

1. Continuing on the BR-PC-1 VM, click the Files icon.
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2. Click Other Locations.

{1t Home

{3t Home

[£) Documents .
Desktop O

{ Downloads m

J1 Music
Templates

(a7 Pictures

I Videos

fity Trash

£ Documents
£ Music

£7 Pictures
7] videos

£ Downloads

+ Other Locations

3. Double-click Computer > opt > forticlient.
4. Double-click ems_cert.crt to view the certificate.
5. Click Details, and then find the serial number of the certificate.

Exa',r@y:%an&!m%ﬂe@mccess Proxy With Certificate Authentication

and Security Posture Tags
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ems_cert.crt _ O x
CN (Common Name): CB32EF1DTDBD4AZAATA4B248TFOBO93FC

Issuer Name

C (Country): CA

ST (State): California
L (Locality): sunnyvale
O (Organization): Fortinet

OU (Organiza tional Unit): 00000000000000000000000000000000
CHN (Common Name): FCTEMS8824008072

Issued Certificate

Version: 3
Serial Number: 00 85 EF BA 12 9F 98 42 BB D9
F@ F1 55 75 1E BF BA BO 95 8C
AD
o EWUES= 1 1-£U
Not Valid After: 2025-11-21
Certificate Fingerprints
SHA1 RA 87 7C F5 7A 52 F7 RA 32 aF
Close L

Your certificate might not match what is shown in this example.

6. Return to the FortiClient EMS GUI, and then click Endpoints > All Endpoints.

7. Inthelist, click br-pc-1, and then in the Configuration section, check the FortiClient ID and ZTNA Serial
Number fields to match the information.
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urity Postﬁr ave'%%%&%%g an HTTPS Access Proxy With Certificate

Authentication and Security Posture Tags

# Paich - % Action -

[ ] Endpoints

@ Scan -

E admin ~

[3 Moveto =

10.1.0.10 1 Po Search All Fields

Linux Policy

@ br-pc-1
(3 Linux Endpoints

0 -

5Y5 B

) | | Events

admin Connection Status
admin Managed by EMS @ Managed o~
Mo Email

@, O Linux En... Configuration Features

Polic Linux Policy 13 - (i Antivirus enabled =
Device  br-pc-1 L s . a
os & Linux - Ubuntu 2. Installer Not assigned & Reatl}-;l'l:le Protection
FortiClient enable
1P 10.1.0.10 i 7.4.0.1636 .
Version a Anti-Ransomware not
MAC 02-08-0f-00-04-02 EortiClient 800008294 installed
Public IP 64.62.28.179 Serial Number Cloud Based Malware
Status  Online FortiClientID  CB32EF1D7DB... Q Outbreak Detection nat
. ) installed
Location Ofi-Fabric erial =
B5EFBAL129F9. .. i
E— ’ Number » Sandbox not installed
S B5EFBAT29F9842BBDOF0F155751EBFBABO9SBCAD
Organization &
- ‘lassificatinn Tans TSTanea

Your FortiClient ID and certificate serial number might not match what is shown in this example.

Verify the Behavior When the Security Posture Changes on the Endpoint

101

You will test a scenario where the endpoint security posture changes because no antivirus software is installed on
the endpoint. You will disable malware protection in the endpoint profile to trigger security posture tag detection,
which you configured in a previous exercise.

To disable antivirus and tag an endpoint

1. Onthe FortiClient EMS GUI, click Endpoint Profiles > Malware Protection.
2. Click Default, and then click Edit.
3. Disable AntiVirus Protection.
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Malware Protection
Profile
o

MName Default

Antivirus Protection

4. Click Save.
5. Onthe BR-PC-1 VM, open the FortiClient console, and then click the avatar to view the detected tags.
It may take a minute for the updated tags to appear.

FortiClient — Zero Trusk Fabric Agent -

Add Full Name
Phone Add Phone
Email Add Email

admin

Get personal info from
O User Input

« § 05 uUpdated 10/29/2024 6:27:52 AM

Status Online/Off-fabric
Hostname br-pc-1
Domain

Security Posture g Non-Compliant
Tags

6. On the desktop, open Chrome, and then enter webserver.training. lab: 9443 to access the web server.
7. Select the EMS signed certificate, and then click OK.
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'B&'{%&i&l%lpng an HTTPS Access Proxy With Certificate

Authentication and Security Posture Tags

ZTNA Access Denied ®x | + _ 5|

c

webserver.training.lab:9443/ui/

[@ HQ-EMS-1

F::RTINET

ZTNA Policy Denied

Error Code: 064

Error The page you requested has been blocked because the tags matched a
Message: deny policy.
Certificate . )
Information: Serial number: 85EFBA129F9842BBD9F0F155751EBFBABO958CAD.
Device Endpoint device ID:; C832EF1D7DBD4A2AALA4B2487F6893FC
Information: p '
Device Matched tags attached to the endpoint: [0]JZTNA_Non-
Tags: Compliant_ FCTEMS882400807200000000000000000000000000000000
.'E?;';‘,ES‘ 1732235579; 2024-11-21 16:32:59 PST
8. Return to the FortiClient EMS GUI, and then click Endpoint Profiles > Malware Protection.
9. Click Default, and then click Edit.
10. Enable AntiVirus Protection.
11. Click Save.
103 FortiClient EMS 7.4 Administrator Lab Guide
A P O e 2 = = ~ |~ - -Fartinet Technologies-Ine.
Fortinet Vouchers & Dumps are Available on Bratei{gmss

WL Nt

LCom



DO NOT REPRINT

Brave-Dumps.com

© FORTINET
Exercise 4: Configuring a TCP Forwarding Access Proxy

for SSH

In this exercise, you will configure TCP forwarding on FortiGate and the corresponding ZTNA destination on
FortiClient to proxy the connections to the access proxy. A TCP forwarding access proxy is very similar to an
HTTPS access proxy. A TCP forwarding access proxy works as a special type of HTTPS reverse proxy. TCP
traffic is tunneled between the client and the access proxy over HTTPS, and forwarded to the protected resource

over TCP using the original upper layer protocol.

Configure a TCP Access Proxy for Private Applications

The TCP access proxy setup requires a ZTNA server, real server, and ZTNA rule on FortiGate. You also require

ZTNA destinations on FortiClient.

To add a new server mapping to an existing ZTNA server for a TCP access proxy

1.
2.

© N O RA

10.
. Click OK to select the new entry.
12.
13.

On the HQ-EMS-1 VM, open Chrome, and then in Bookmarks, select the HQ-NGFW login page bookmark.

Log in to the FortiGate GUI with the following credentials:

e Username: admin

e Password: Fortinetl!

Click Policy & Objects > ZTNA, and then click the ZTNA Server tab.
Click ZTNA-Server, and then click Edit.

In the Service/server mapping section, click Create New.

In the Service field, select TCP Forwarding.

In the Servers section, in the Address field, click +, and then click Address.

In the Name field, type FortiAnalyzer.
In the IP/Netmask field, type 10.0.1.20/32.
Click OK.

In the Ports field, type 22.
Click OK.
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r Private B rave-D u Mqumiguring a TCP Forwarding Access Proxy for
SSH

Edit ZTNA Server
Type D IPv4
Mame ZTMA-Server
Comments
Connect On
Interface port2 v
|P address 100.64.0.1
Port @443
D saML

Services and Servers

Default certificate Eg FGT X
4
Service/server mapping
| Create new | & Edi il Delete
Service ¥ URL & Server ¥
[ HTTPS [ 10.0.1.20:443
| | TCPForwarding  /tcp FortiAnalyzer:22

14. Click OK.

You already configured the ZTNA policy in the previous exercise, with security posture tags for the same

ZTNA server.

To configure the ZTNA destinations on FortiClient

1.

@

2. Clickthe

105

On the FortiClient EMS GUI, click Endpoint Profiles > ZTNA Destinations, select Default, and then click Edit.

icon to enable visibility of the feature on FortiClient.
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3. Inthe Destinations section, click Add.
4. Inthe Enter gateway proxy address field, type 100.64.0.1:9443.
5. Inthe Alias field, type HQ-NGFW.

Add New Gateway

Proxy Gateway

Enter gateway proxy address

100.64.0.1:9443

Select browser user-agent for SAML login

Use external browser Use FortiClient embedded browser

Alias

HQ-NGFW

MNext

Click Next.
In the Private Applications window, click Add.

In the Private Application Name field, type FortiAnalyzer-SSH.
In the Destination field, type 10.0.1.20:22.

Add New Gateway

© ® No

Private Applications

Search Private Applications @ Delete & Export X Import | < Add
Private Application Name $ Encryption $ Destination $ Enabled $
FortiAnalyzer-SSH 10.0.1.20:22 €O

10. Click Next.
11. Click Finish.
12. Click Save.
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To verify the ZTNA destinations on FortiClient

1. Onthe BR-PC-1 VM, open the FortiClient console, and then click ZTNA DESTINATION.
It may take a minute for the ZTNA destinations to appear.

FortiClient - Zero Trust Fabric Agent

E@] FortiZTNA Connection
© S TMA Destination

Access Errors:

admin

|Add Destination| |Disable ZTNA |

A 2D C FLEMETRY
% ZEROTRUSTTELEMETR FortiAnalyzer-SSH
Destination Host

Proxy Gateway
Encryption

28 REM

@ ZTNA DESTINATION

Test the Connection for Users

Now that you configured FortiGate and FortiClient, you will test the TCP proxy connection.

To test remote access to the TCP forwarding access proxy for SSH to FortiAnalyzer

Continuing on the BR-PC-1 VM, open a terminal window.
Enter ssh admin@10.0.1.20.
If you are prompted to verify the RSA key fingerprint, type yes to continue connecting.

oo Dbd-=

Enter the following password:

Fortinetl!

admin@br-pc-1: ~

:-$ ssh admin@l®e.0.1.28
a

e

(admin@10.0.1.20) Password:
HQ-FAz-1 # [i

You are connected to FortiAnalyzer using the SSH TCP-forwarding proxy.

5. Close the terminal window.
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Exercise 5: Configuring ZTNA for SaaS Application
Access

In this exercise, you will configure FortiGate as a ZTNA application gateway. You can configure a ZTNA
application gateway to provide access control to software-as-a-service (SaaS) traffic. A FortiGate ZTNA TCP
forwarding access proxy configuration specifies SaaS application destinations using application names that are
defined in the FortiGuard Inline CASB Database (ICDB).

Configure a TCP Access Proxy for SaaS Applications

The TCP access proxy setup requires a ZTNA server, real server, and ZTNA policy on FortiGate. You also require
ZTNA destinations on FortiClient.

To add a new server mapping to an existing ZTNA server for SaaS applications

1. On the HQ-EMS-1 VM, open Chrome, and then in Bookmarks, select the HQ-NGFW login page bookmark.
2. Logintothe FortiGate GUI with the following credentials:

¢ Username: admin

e Password: Fortinetl!

Click Policy & Objects > ZTNA, and then click the ZTNA Server tab.

Click ZTNA-Server, and then click Edit.

In the Service/server mapping section, click Create New.

In the Service field, select SaaS (CASB).

In the Application field, click +, and then click gmail.

No o ks
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New Service/Server Mapping

Type @
Service HTTP | HTTPS EREERNONSHE TCP Forwarding

ZTMNA will act as security broker between end users and the selected
(@ S5aaSapplications. For more granular control, an inline-CASB security
profile may be applied to the Firewall Policy.

Application | gmail *

8. Click OK.
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dit ZTNA Server

Type @ |Pv4

Mame ZTNA-Server

Comments

Connect On

Interface port2 v

IP address 100.64.0.1

Port 2443

@ saML

Services and Servers

Default certificate g FGT X

Service/fserver mapping

[ Create new ] & Edit | Ti] Delete
Service URL = Server =
L) HTTPS / 10.0.1.20:443
TCP Forwarding  /tcp FortiAnalyzer:22
‘l Saas fsaas gmail 3
9. Click OK.
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You already configured the ZTNA policy in the first exercise, with security posture tags for the same ZTNA
server.

To configure the ZTNA destinations on FortiClient

1. Onthe FortiClient EMS GUI, click Endpoint Profiles > ZTNA Destinations, select Default, and then click Edit.

2. Inthe Destinations section, click the editicon to edit the HQ-NGFW gateway.

@ Destinations

Destinations Grouped by Filter or Search Destinations Grouped by Gateway v Expand & Collapse

Alias = Gateway = Info =

~ HOQ-NGFW 100.64.0.1:9443

Destinations

Application ¥ URL = Type = Status
Fortitnalyzer-SsH 10.0.1.20:22 Private O
3. Click Next.
4. Click Next.

5. Inthe Select Apps/Groups section, select the gmail checkbox.

Edit Gateway - HQ-NGFW (100.64.0.1:9443)
Saas Applications

Select Apps/Groups Changes to Apps/Groups Z Revert Changes

l Search SaaS Applications/Groups Status ApplGroup

- B MS f;) Will be Added gmail
+ & Google
&= salesforce
egnyte
00 webex
£ zoom
B gooagle-office
3 ms-excel
&, ms-onedrive
& ms-outlook
iy ms-powerpoint

i ms-teams

i gmail
o]
I |
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6. Click Finish & Exit.
7. Click Save.

Test the Connection for Users

To verify the ZTNA destinations on FortiClient

1. Onthe BR-PC-1 VM, open the FortiClient console, and then click ZTNA DESTINATION.
It may take a minute for the ZTNA destinations to appear.

FortiClient — Zero Trust Fabric Agent - X
@ FortiZTNA Connection
© ZTNA Destination
Access Errors: 0
admin
[Add Destination| [Disable ZTNA|
gmail
Destination Host  gmail.com r
Proxy Gateway 100.64.0.1:9443 S
Encryption Mo
| ZTNA DESTINATION
FortiAnalyzer-SSH
Destination Host 10.0 EMS
Proxy Gateway 1
Encryption Mo
Test the Connection for Users

Now that you configured FortiGate and FortiClient, you will test the TCP proxy connection.

To test remote access to the TCP forwarding access proxy for SSH to FortiAnalyzer

1. Continuing on the BR-PC-1 VM, open Chrome.

2. Entergmail.comtoaccess Gmail.

3. Return to the HQ-NGFW GUI, and then click Log & Report > ZTNA Traffic.

4. Review the logs with SaaS name= gmail.
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2| o | [ Stamame - gt 0 O e w0 || B Meneyw | T el
Lats/ 1Ime é’ source Keal server Feriice Result ZINARuls
10UE11T e 1122501505 s " Aoceat(2.16 KU V2é KL a
106111 Dz 112250151151 s " Aocest(2.14 Kl /12 kL) a
10UE11T e 1122501505 s " Morent (216 1 26 kL) a
MHLE1 Der LEFAPRTER b i B Tes 2RI a
MHLE fmiyrs LEFAPRTER bl g s 2RI a
MHLE1 Der LR EFRTER R Tes AR K a
ML fmrl 1A A0S s ekl 1
ML :‘_ ' 1A 200 s 1
UNLALT L 4N 8-S e 142901500 s 4
el UNLALT o 14001000 s 4
AL el s UNLALT O 1M a-Fr e 14001000 s v Bl (214 kI 28 K1) 4

The logs indicate that Gmail is connected using the TCP-forwarding proxy that is configured on FortiGate.

Ay In a production environment, you can configure the FortiGate ZTNA application
- - gateway to act as an inline cloud access security broker (CASB) by providing access
9 control to SaaS traffic using ZTNA access control rules and an inline CASB profile. A
= CASB is located between users and their cloud service to enforce security policies as
- they access cloud-based resources.

5. Return to the FortiClient EMS GUI, and then click Endpoint Profiles > ZTNA Destinations.
6. Click Default, and then click Edit.
7. Disable ZTNA Destination Profile.
8. Click Save.
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Lab 8: Security Incident Response

In this lab, you will configure different incident response solutions.

Objectives

¢ Upload FortiClient logs to FortiAnalyzer

¢ Promote a FortiGate to serve as the root device in the Fortinet Security Fabric
¢ Configure automation stitches on FortiGate

¢ Quarantine a FortiClient endpoint using an automation stitch

¢ Configure FortiAnalyzer playbooks to tag FortiClient endpoints

Time to Complete

Estimated: 45 minutes
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Exercise 1: Enabling the Security Fabric to Trigger
Automatic Quarantine

In this exercise, you will enable the Fortinet Security Fabric to trigger automatic quarantine, based on indicators of
compromise (IOC) on FortiAnalyzer.

Configure FortiClient Log Settings

To identify compromised hosts, FortiClient must send logs to FortiAnalyzer. You will configure FortiClient log
settings.

To configure FortiClient log settings

1. On the HQ-EMS-1 VM, log in to the FortiClient EMS GUI.

2. Click Endpoint Profiles > System Settings, select Default, and then click Edit.

3. Click Advanced.

4. Inthe Log section, enable Upload Logs to FortiAnalyzer/FortiManager, Upload UTM Logs, Upload System
Event, and Upload Security Event.

5. Inthe IP Address/Hostname field, type 10.0.1.20.

6. Inthe Upload Schedule field, type 1 minute.

7. Inthe Log Generation Timeout field, type 60 seconds.

System Settings Profile = Fupand Al « Collapse 5
Marma Defanle Rasin @ w
Uplood Logs to | artanabaonl orfiy anager [ wj
Upkiad UTM Lugs o«
Upload Systern vl -
Uplzad Secunity svznz [ =)
Sund Sullere ey
Hend A5 svents [ =)
Fuenr imlgmery immsal 170 sends
IP AddresaHastnan: 8 10:0.1.20
SSLEnalzd [ @)
Uiplnad Schedule 1 minimes
Lup Grncizlion Timeul L] seennds
Discard Changes Fcvzt 1z Default
8. Click Save.
115 FortiClient EMS 7.4 Administrator Lab Guide

Fertinet Technologies-ne.



Brave-Dumps.com

DO &LQI BaErEtBJM;E Fabric to Trigger Automatic Quarantine Enable the Security Fabric on the FortiGate
© FORTINET

Enable the Security Fabric on the FortiGate

You will configure the Security Fabric and enable telemetry on the FortiGate internal interface.

To configure the Security Fabric and enable telemetry on the FortiGate

1. Continuing on the HQ-EMS-1 VM, open a new Chrome tab, and then in Bookmarks, select the HQ-NGFW login
page bookmark.

2. Logintothe FortiGate GUI with the following credentials:
e Username: admin
e Password: Fortinetl!

3. Onthe FortiGate GUI, click Security Fabric > Fabric Connectors.

4. Select Security Fabric Setup, and then click Edit.

5. Inthe Security Fabric Settings section, in the Security Fabric role field, click Serve as Fabric Root.
A new window opens.

6. Inthe FortiAnalyzer Settings section, in the Status field, select Enabled, and then configure the following

settings:

Field Value

IP address 10.0.1.20

Upload option Real Time
7. Click OK.

8. When the Verify FortiAnalyzer Serial Number warning appears, click Accept.
9. Configure the following settings:

Allow other Security Fabric devices to join port4
Fabric name Training
Management port Use Admin Port

Your configuration should look like the following example:
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10.
1.

12.

13.
14.
15.

16.
17.
18.

117

ecurity Fabric Settings

Security Fabricrole LAY S a ol il Join Existing Fabric
Allow other Security Fabric devices to join M port4 *

Fabric name Training
Device authorization None & Edit
FortiCloud account enforcement (3 [ o]

Allow downstream device REST APl access &)

Fabric global object [ 0]

Management IF/FQDN (&) Use WAN IP ERJe=leIi
Management port Use Admin Port EEIV=IY

SAML 550 Settings

SAML Single Sign-On(® @ [ Advanced Options

Click OK.
Continuing on the HQ-EMS-1 VM, open a new Chrome tab, and then in Bookmarks, select the HQ-FAZ login
page bookmark.

Log in to the FortiAnalyzer GUI with the following credentials:
¢ Username: admin
e Password: Fortinetl!

Click the root ADOM.
Click Device Manager > Unauthorized Devices.
Select the checkbox beside Device Name, click Authorize, and then click OK to complete the authorization.

Search... Q I]@Authorize @ Hide | |mr||O]|| 3| Search..

= All Logging Devices (0) Device Name % Platform 4 Serial E
B reniorzed Bevices {2} +  mFCTEMS8824008072 FortiClient-EMS ~ FCTEMS

v m HQ-NGFW-1 FortiGate-VMé4-... FGVMO2

Click Close.
Return to the HQ-NGFW-1 GUI, click Security Fabric > Fabric Connectors.
Click Logging & Analytics, and then click Edit.
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In the FortiAnalyzer section, the value in the Connection status field is Connected.

Logging Settings

Settings Info

FortiAnalyzer Cloud Logging

[ NEGIEGN © Disabled

Allow access to FortiGate REST APl @O

Verify FortiAnalyzer certificate @@ & FAZ-VMTM24012176

Status
Server 10.0.1.20
Connection status @ Connected
t5 Refresh
Upload option Every Minute = Every 5 Minutes

To enable Security Fabric automation and create a new stitch

1. Continuing on the FortiGate GUI, click Security Fabric > Automation.
2. Select the predefined default stitch Compromised Host Quarantine, and then click Edit.

3. Inthe Edit Automation Stitch window, in the Status field, select Enable, and then leave the other settings at the

default values.
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Edit Automation Stitch
Name Compromised Host Quarantine
Status - REEHEN @ Disable
FortiGate(s) =5 All FortiGates x
+

Actionexecution 3 Sequential NElEE
Description Quarantine a compromised

host on FortiAPs,

FortiSwitches, and FortiClient

EMS.

# 78/255

Stitch

a Trigger
Compromised Host
e Action *
Access Layer Quarantine
@ Action *
FortiClient Quarantine

Fautomation_stitch

4. Click OK to save the settings.

The stitch, trigger, and action are enabled for a compromised host.

To configure firewall policies on FortiGate

1. Continuing on the HQ-NGFW-1 FortiGate GUI, click Policy & Objects > Firewall Policy.
2. Selectthe Internet Traffic policy, and then click Edit.

3. Inthe Security Profiles section, enable Web filter, and then select monitor-all.

4. Inthe SSL inspection field, select certificate-inspection.
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Edit Policy

Settings Info

Firewall/Network Options

NAT [ &)

L]
IP pool configuration Use Qutgoing Interface Address RS Ta Il (]

Preserve source port O

Protocol options default -

Security Profiles

AntiVirus

' m monitor-all -

Web filter

DNS filter
Application control

IPS

© 0 0 0|9 ©

File filter

S5l inspection certificate-inspection -

A\
- -
FortiAnalyzer uses web filter, traffic, and security logs from FortiGate to analyze traffic
for IOC events.
-

5. Click OK to save the settings.

To verify that the FortiAnalyzer license includes the IOC service

1. Return to the FortiAnalyzer GUI, click Dashboards > Status, and then in the License Information widget, in the
FortiGuard section, check the status of the Indicators of Compromise Service license.
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License Information & R 1O Ev
VM License Valid 10K-UG + &

FortiCare Support & Registered (FortiCloud Account:

courseware@fortinet.com)

T
1.
o)

[v8]

=

dicators of Com... €9 Licensed (Expires 2025-09-01)

Outbreak Detecti... @ Licensed (Expires 2025-0%9-01)
Security Automati... € Licensed (Expires 2025-0%9-01)
ndustrial Security... € Licensed (Expires 2025-09-01)
Security Rating U... €@ Licensed (Expires 2025-0%9-01)

[}

Storage Connecto... Mot Licensed -

To test the automatic quarantine that IOC detection triggered

1. On the HQ-PC-1 VM, open Chrome, and then enter the URL www.google.com

2. Openanew browser tab, and thenenter http://195.22.28.198.
The connection to the website will time out, and when FortiClient is quarantined, you may not be able to
access the HQ-PC-1 VM using RDP.

3. Return to the FortiAnalyzer GUI, and then click FortiView > Threats > Indicator of Compromise.
The compromised endpoint appears in the window after a couple of minutes.

Inclicatur qu;luprulllibeo K ==
o =3
Source IWker/IF) < Last Cetectes 5 Hesl Mame < Lz Tppmss, Security Mcticns werdct ¢ ol Threats 5 Ackno adne Device Marme Device 1D 5
10,0140 PRA-T1-25 1455 fappe-1 Ll Limeasul Filected 1 m HE-HGEW-1 FOVMOZTM TR0

4. Return to the HQ-NGFW-1 GUI, click Log & Report > System Events > General System Events to view the
logs.
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Return to the FortiClient EMS GUI, and then click Administration > Log Viewer to see the quarantine logs.

Date T+ Level T> Source T> Message T Occurrences
2024-11-24 00:20:49 0 Info Console Certificate user: FGVM02TM19001113 FGT authoriz... 1 time since 20...
2024-11-24 00:19:41 0 Info Console studentl reguested logs from 1 Endpoint{s): hg-pc-1. 1 time since 20...
2024-11-24 00:13:28 0 Info Console Certificate user: FGVMO02TM18001113 FGT authoriz... 1 time since 20...
_2024-11-24 00:10:21 O Info Console The endpoint hg-pc-1 will eventually be quarantined by 1 time since 2024:
FortiGate HQ-NGFW-1 (0.0.0.0). 11-24 00:10:21

2024-11-24 00:07:17 O Info Console studentl requested diagnostics from 1 Endpoint(s): h... 1 time since 20...
2024-11-24 00:06:55 0 Info Console studentl unquarantined 1 Endpoint(s): ['hg-pc-17. 1 time since 20...
2024-11-24 00:06:08 0 Info Console Certificate user: FGVMO02TM19001113 FGT authoriz... 1 time since 20...
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Exercise 2: Configuring FortiAnalyzer Playbooks to Add
Fabric Tags to FortiClient Endpoints

In this exercise, you will configure playbooks on FortiAnalyzer to tag FortiClient endpoints.

Enable the EMS Connector on FortiAnalyzer

123

You will enable the EMS connector on FortiAnalyzer.

To enable the EMS connector on FortiAnalyzer

1. Onthe HQ-EMS-1 VM, log in to the FortiAnalyzer GUI.

2. Click Dashboards > Status, and then in the License Information widget, in the FortiGuard section, check the
status of the Security Automation license.

3. Click Incidents & Events > Automation, and then click Active Connectors.
4. Click FortiClient EMS Connector, and then click Edit.
A new window opens.

5. Inthe FortiClient EMS section, configure the following settings:

Field Value

IP /FQDN 10.0.1.100
User Name student1
Password Password1!
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Enable the EMS Connector on

FortiAnalyzer
Edit FortiClient EMS - FortiClient EMS Connector
Configuration Action
Connector Settings
Type
Name FortiClient EMS Connector
Description FortiClient EMS Connector
4
25/254
FortiClient EMS
IP/FQDN 10.0.1.100
User Name student1
Password [TXITITTIT] @

6. Click OK to save the configuration.

This configuration gives the FortiAnalyzer API access to FortiClient EMS. FortiAnalyzer can send different
actions to FortiClient EMS using playbooks to gather information and for quarantine management.

7. Enable the connector.

Allows seamless

management and

FortiClient EMS Conn...

integration with FortiClient
EMS for centralized

FortiClient EMS
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It takes a few minutes for the connector to establish the connection with FortiClient EMS.

8. Refresh the FortiAnalyzer page to see the green check mark status.

Configure Playbooks on FortiAnalyzer

You will configure an on-demand playbook.

To configure a playbook with an on-demand trigger

1. Continuing on the FortiAnalyzer GUI, click Incidents & Events > Automation, and then click Playbook.
2. Click Create New to create a new playbook.
3. Inthe Choose from Playbook Templates window, select New Playbook created from scratch.

Choose from Playbook Tomoletes

Cugiom build playbock to 22t slarted

3 Mew Playbook created from scracch

i 3 Attach Endpaint Vulnerability list ta incident

Blayhook re: rallect the lst of endpe in w nerabilite: frorn lozs and arach to foeldent.

Compromised Host Incident
Flayhrek to praate Incidest on Fartifnalyzor for decseted comprarmlzed hests by (nC featiues

Critical Intruslon Incident
Flaykrok to rreate incident on FarfiAnalyzer toe detectad critical inkrisions by IP5

Flavbook to get runring orocesses on encpuitt by LMS connector and attach to incident,

3 Enrlch Incident with Process Llst

Enrich Incloent with Softwars Inventory
3 Playbook to get zoftware inveniory trom endpoint by EMS Connoctor snd at@cs o incident.

Enrich Incident with Vulnerability List
Flaybook to collect the list of endpo nt v nerabilites from logs and stach to Tnoidenc

Quarantine Endpoint by EME
Flaybook to quararting cndpoint by EMS connector

Quarantine Endpoint by Fortios
Flaybook to quararting endpoint by FIOS connecion provid ing MAC address or FartiCRent U1

Run AY Scan on Endpaint
Q Flayhrook ro man AW scan on Frdpoiet by FRS Croveciar

A new window opens.

4. Inthe TRIGGERS section, select ON_DEMAND.
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FortiAnalyzer
A Add a Trigger to start the playbook
TRIGGERS
EVENT_TRIGGER
INCIDENT_TRIGGER
ON_SCHEDULE
_E ON_DEMAND
5. Click Save.
6. Inthe Name field, type Add Fabric Tags.
7. Drag and drop any highlighted connector points to add a new task.
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10.
11.
12.

Exem)@ﬁmm&%ﬂmaybooks to Add Fabric Tags to FortiClient

Endpoints
summary | Active Connectors JREEVILLLE FPlaybook Monitor
Edit Playbook
1 .
Name Add Fabric Tags|
Description Custom build playbook to get started
Enabled [ »)
® =
ON_DEMAND [«
STARTER E
In the CONNECTORS window, select EMS.
In the Name field, type Tag Endpoint.
In the Action field, select Tag Endpoints.
In the Endpoint ID field, select Playbook Starter and epid.
In the Tag field, select IOC Suspicious.
EMS x
Name Tag Endpoint
Description '
Connector FortiClient EMS Connector -
This connector is auto-selected. You must click "OK" and save playbook to apply this selection.
I Action ' Tag Endpoints -
| Endpoint ID o Playbook Starter - epid - A
FortiClient ID o Click to select v | | Click to select « A
| Tag ['loc Suspicious | -

13. Click OK to save the task.
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Edit Playbook

Name Add Fabric Tags
Description Custom build playbook to get started
Enabled [ o]

ON_DEMAND

STARTER EMS_TAG_ENDPOINTS

Tag Endpoint

14. Click Save Playbook to save the playbook configuration.

Run the FortiAnalyzer Playbook

You will run the playbook you configured in the previous task.

To run the on-demand playbook

1. Continuing on the FortiAnalyzer GUI, click Incidents & Events > Automation, and then click Playbook.
2. Select the Add Fabric Tags checkbox, and then click Run.

surmimary | Active Conrectors JIEEWNT N Playbock Moeritar
‘ # Create New| I@-mnl EEﬁitl Iy Delete | | @ Enzble
& |MNare s Description + Status =
[ GetIPReputation Playbeok to get [P reputation report Earough WirusTotal connzctor @Cnzbled
O  GetDomain Reputation Playbcok to get domain reputation report trough WirusTotal connector GEnzbled
[ Get URL Reputation Plevybzok ta get URL reputation report through VirusTotal connector @nabled
O  Incident - Run Report Playbcek to generate incident report @Enzbled
a EMS Get Endpaint Process Maybook to got endpoint pracess @Enzbled
Ade Fabric Tags Custom build playbook to get started QEnzbled 1
O Quarantinc Endpoint by M5 Playbcok to quaranhne cndpoint by EMS connector QI:TEIJ ed
3. Inthe Endpoint field, select hq-pc-1.
Manually Run Playbook Add Fabric Tags B x
Endpoint hq-pe-1 (1034) v
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Click OK.
It takes a couple of minutes for the playbook to execute.

Click Incidents & Events > Automation, and then click Playbook Monitor.

Surrnary | Adtive Conneztors Plybock  EERSEER RN

& Retre

O |kbiDz Flaybook = Tripper = Start Time = EndTims = Slatue =

O 2024 11 22 181246238 08 Ade Fabriz Tags uszradmng 2024 11 24 181249 0200 2022 11 24 181500 0800 Seucoess(Schoduled:Cy Runming:0¢Success 1y Failed:0)

You can see that the Add Fabric Tags playbook ran successfully.

Continuing on the HQ-EMS-1 VM, log in to the FortiClient EMS GUI.
Click Administration > Log Viewer to see the FortiAnalyzer API request.

Date T~ Level T~ Source T~ Message T Occurrences
2024-11-25 03:17:58 e Info Console studentl has logged in from 10.0.1.100. 1 time since 20...
2024-11-25 03:15:30 8 Info Console Certificate user: FGVM02TM19001113 FGT authoriz... 1 time since 20...
2024-11-25 03:12:55 e Info Console studentl has logged out from 10.0.1.20. 1 time since 20...
2024-11-25 03:12:55 e Info Console FAZ tagged hg-pe-1 as [IOC Suspicious]. 1 time since 20244
11-25 03:12:55
2024-11-25 03:12:55 e Info Console studentl has logged in from 10.0.1.20. 1 time since 20...

The IP address of the FortiAnalyzer is 10.0.1.20 and it is performing the actions configured in the playbook.

Click Endpoints > All Endpoints, and then click hq-pc-1.

The endpoint is tagged as IOC Suspicious. The Classification Tags-Fabric value can also be shared with
fabric FortiGate devices and can be applied to firewall policies to restrict access.

Antivirus Ev Web Filter Events Vulnerability E PUA Eve System Events

admin Connection Status
admin Managed by EMS ® Quarantined
No Email ) Quarantine  b72f4d6146584315
03 Linux Endpoints Configuration Access Code
) Policy Linux Policy = =
Device hg-pc-1 » Features
Install Not assigned
os @ Linux - Ubuntu 22.0... nstatler B — ied <
- 100110 FortiClient Version 7.4.0.1636 ol LGB EG L E
o EortiClient Serial % Real-Time Protection enabled
MAC 02-09-0-00-02-05 FCTB002553990302 _
Number a Anti-Ransomware not
Public 1P FortiClient ID F575ACDBFOFS4E. .. installed
Status  Online ZTNA Serial NumberDisabled _ Cloud Based Malware
Location On-Fabric™> 2. Outbreak Detection not
. . installed
Owner # Classification Tags
L . Sandbox not installed
Organization rd
[Low Sandbox Cloud not installed
Group Tag
% Web Filter enabled
Security @ g registered_clients m -. Application Firewall not
Posture L
Tags % Compliant — - - installed
Classification Tags - Fabric O Remote Access installed
Network  m gps3 » 5 - # Vulnerability Scan enabled =
Status I0C Suspicious @
2+ SS0MA not installed
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vy
- - The SOC team and the FortiClient EMS administrator can investigate the logs of the
q infected endpoint manually or configure the playbooks to attach the events to the
- playbook, and then take the necessary remediation actions.

9. Click Endpoints > All Endpoints, select hq-pc-1, click Action, and then click Unquarantine to allow internet
access to the endpoint.

0 0 1 2
Mot Installed Mot Registered Out-Of-Sync Security Risk

@ Endpoints @ Scan v K Paich v [3Moveto v EEEEEENER _

& br-pc-1 ' admin . 10.1.0.10 @ Request FortiClient Logs

09 Linux Endpoints [y Request Diagnostic Results

Update Signatures

@ hg-pe-1 P aomin - 10.0.1.10 | [3 Download Available FortiClient Logs 3
- ]

&' Linux Endpoints [ Download Available Diagnostic Results

I % Unguarantine I

B8 Jumpbox ) 172.16.9.5¢
- ’ Adminis... = @

Exclude from Management
O3 Domain Controllers @ ?

# Revoke Client Certificate
= Switch EMS »

@ Clear Events

W Set Importance »

& Delete Stale Verified Users
® Send Message

10. Return to the HQ-PC-1 VM.

11. Close Chrome.

12. Try to ping FortiGate, the FortiClient EMS server, and google. com.
Your traffic should now be allowed.
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Lab 9: Troubleshooting and Diagnostics

In this lab, you will troubleshoot connectivity issues from FortiClient to FortiClient EMS. You will also learn how to
reset the local built-in administrator password on FortiClient EMS.

Objectives

» Determine why FortiClient cannot establish a telemetry connection with FortiClient EMS
¢ Reset the FortiClient EMS local built-in administrator password

Time to Complete

Estimated: 25 minutes

Prerequisites

Before you begin this lab, you must identify the FortiClient EMS IP address.

To identify the FortiClient EMS IP address

1. On the Fortinet Training Institute side bar, click POD IP.
2. Inthe CREDENTIALS section, under IP address, locate and make a note of the IP address.
You will use this address where the lab asks for <FortiClient EMS IP>.

Before you begin this lab, you must run a script to break the communication from the FortiClient to the
FortiClient EMS.

3. Onthe Windows-AD VM desktop, open the Resources folder, and then double-click the firewallon.bat script.
Prerequisites (Self-Paced Only)

Before you begin this lab, you must identify the IP address of the FortiClient EMS, Windows-AD VM, and install
FortiClient on Windows endpoint.

Do not perform these steps if you are taking an instructor-led class. These steps are
required only if you are performing the self-paced labs.

To identify the IP address of the FortiClient EMS

1. On the Fortinet Training Institute side bar, click POD IP.
2. Inthe CREDENTIALS section, under IP address, locate and make a note of the IP address.
You will use this address where the lab asks for <FortiClient EMS IP address>.

To identify the IP address of the Windows-AD VM

1. On the Fortinet Training Institute side bar, click Windows-AD.
2. Inthe CREDENTIALS section, under IP address, locate and make a note of the IP address.
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You will use this address where the lab asks for <Windows-AD IP address>.

To update the IP address of the Windows-AD VM

1. Onthe HQ-EMS-1 VM, log in to the FortiClient EMS GUI.
2. Click Administration > Authentication Servers, and edit the existing Active Directoryentry.
3. Update the IP address/Hostnamefield to match the Windows-AD VM IP address.

Authentication Server

. . Active Directory

IP address/Hostname 10.188.4.30
Port 389

Usemame ADadmin
Password | ssssssssssssssessses

4. Click Test to check the connectivity.
5. Click Save to save the authentication server.

To update the Domain Windows-AD VM

Continuing on the FortiClient EMS GUI, click Endpoints > Manage Domains, and delete the existing entry.
Click Yes.

Click Add > ADDS to open the Domain Import window.
In the ADDS Server field, select trainingAD.training.lab.
In the Select Base DN section, select the trainingAD.training.lab checkbox to add all the groups.

o ODd=
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6.

< Domain Import

|Ann=ﬁ Serern trainingAD.raining &b

NG EVeTy =11} Minutes

& The minimun: 57 perioc is B minuizs

~

Chimipes i Sadhezenl Rase: TN & Reverl Chionyg

q] Slalus Path

(F) Wil be Adcsd  TainingaD maining ek

kcn Legend

B G Cumpnlas
B G vomain Controllers
B G ForsignSenn yBowiak:

B G vanagec Servics Accounts
+ B @Twny
t ] Briti

Click Save to import all the endpoints and users.

Install FortiClient on AD Endpoint

1.
2.
3.

8.

9.
10.
11.
12.
13.
14.

On the Windows-AD VM, on the desktop, open the Resources folder.
Double-click the FortiClient .msi file.

In the FortiClient Setup window, select the checkbox to accept the license agreement, and then click Next to start
the installation.

In the Choose Setup Type window, ensure that the Secure Remote Access, Vulnerability Scan, Advanced
Persistent Threat (APT) Components, Sandbox detection, Cloud Scan, and ZTNA checkboxes are selected.

Click Next to continue.

In the Additional Security Features window, select Antivirus, Web Filtering, and Anti-Ransomware
checkboxes.

Click Next to continue.

Click Next to continue.

Click Install to continue.

After the FortiClient installation is complete, click Finish.

Open the FortiClient console.

In the Enter Server address or Invitation code field, type the <FortiClient EMS IP address>.
Click Connect.

In the Invalid certificate detected window, click Accept.

Prerequisites (Self-Paced Only)

Before you begin this lab, you must identify the IP address of the FortiClient EMS, Windows-AD VM, and install
FortiClient on Windows endpoint.

Do not perform these steps if you are taking an instructor-led class. These steps are
required only if you are performing the self-paced labs.
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To identify the IP address of the FortiClient EMS

1. On the Fortinet Training Institute side bar, click POD IP.
2. Inthe CREDENTIALS section, under IP address, locate and make a note of the IP address.
You will use this address where the lab asks for <FortiClient EMS IP address>.

To identify the IP address of the Windows-AD VM

1. On the Fortinet Training Institute side bar, click Windows-AD.
2. Inthe CREDENTIALS section, under IP address, locate and make a note of the IP address.
You will use this address where the lab asks for <Windows-AD IP address>.

To update the IP address of the Windows-AD VM

1. Onthe HQ-EMS-1 VM, log in to the FortiClient EMS GUI.
2. Click Administration > Authentication Servers, and edit the existing Active Directoryentry.
3. Update the IP address/Hostnamefield to match the Windows-AD VM IP address.

Authentication Server

. . Active Directory

IP address/Hostname 10.188.4.30
Port 389

Usemame ADadmin
Password | ssssssssssessesssses

4. Click Test to check the connectivity.
5. Click Save to save the authentication server.

To update the Domain Windows-AD VM

1. Continuing on the FortiClient EMS GUI, click Endpoints > Manage Domains, and delete the existing entry.
2. Click Yes.

3. Click Add > ADDS to open the Domain Import window.

4. Inthe ADDS Server field, select trainingAD.training.lab.

5. Inthe Select Base DN section, select the trainingAD.training.lab checkbox to add all the groups.
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6.

< Domain Import
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Click Save to import all the endpoints and users.

Install FortiClient on AD Endpoint

1.
2.
3.

10.
11.
12.
13.
14.

135

On the Windows-AD VM, on the desktop, open the Resources folder.
Double-click the FortiClient .msi file.

In the FortiClient Setup window, select the checkbox to accept the license agreement, and then click Next to start
the installation.

In the Choose Setup Type window, ensure that the Secure Remote Access, Vulnerability Scan, Advanced
Persistent Threat (APT) Components, Sandbox detection, Cloud Scan, and ZTNA checkboxes are selected.

Click Next to continue.

In the Additional Security Features window, select Antivirus, Web Filtering, and Anti-Ransomware
checkboxes.

Click Next to continue.

Click Next to continue.

Click Install to continue.

After the FortiClient installation is complete, click Finish.

Open the FortiClient console.

In the Enter Server address or Invitation code field, type the <FortiClient EMS IP address>.
Click Connect.

In the Invalid certificate detected window, click Accept.
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Exercise 1: Troubleshooting FortiClient Connectivity to
FortiClient EMS

In this exercise, you will troubleshoot a telemetry connectivity issue between FortiClient and FortiClient EMS.

\ LN
iy -
The steps in this exercise only work if you executed the script as instructed in the
Prerequisites section of this lab.

Review the FortiClient Telemetry Connectivity Status

You will review the FortiClient telemetry status on FortiClient EMS.

To review the FortiClient telemetry connectivity status

1. Onthe HQ-EMS-1 VM, log in to the FortiClient EMS GUI.
2. Click Endpoints > All Endpoints, and then click JUMPBOX.

\ X
~ - It will take a few minutes for the endpoint to be marked as offline. The default keep-
9 alive interval is 60 seconds and it takes 5 missed keep-alives for an endpoint to be
— marked as offline.

In the Connection section, the value in the Managed by EMS field is Offline.
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[ ] Endpoints @) Scan = & Patch = & Action =

| | ] i 1 AT
= JUMPBOX ' Adminis_ v | 172.16.9.56 3 Palicy | Default (4] EMS 3
O Domain Controllers
| Events
- Connection Status
Administr...
Managed by EMS @ Managed N
No Email
51 Domain Control. .. . i
N = Configuration Offline Features
Device JUMPBOX Policy Default 2 ik Antivirus enabled
os =5 Microsoft Windows Installer Mot assigned &% Real-Time Protection enabl
P 179 16.9.56 FortiClient Version 7.4.0.1658 £ Anti-Ransomware installed
FortiClient Serial Cloud Based Malware
MAC 00-50-56-a1-54 58 FCTB002376734545 Q
. MNumber Outbreak Detection installe|
Public IP A o )
FortiClient ID D3TT261ADAFF4AE ... #, Sandbox installed
Stat A 14 minut
us way (14 minutes) ZTNA Serial NumberF4C5ECOCTTOERL. . Sandbox Cloud installed
Locati Unk
on e - % Web Filter enabled
Owner Classification Tags T ]
Organization | . Application Firewall not
Group Tag *~ installed
N ' /,
A status of Offline means that FortiClient cannot establish a telemetry connection to
FortiClient EMS.
—
—

Troubleshoot the FortiClient Telemetry Connectivity Issue

You will troubleshoot the FortiClient telemetry connectivity issue on the Windows FortiClient endpoint.

To troubleshoot the Windows-AD VM

1. Onthe Windows-AD VM, open the FortiClient console, in the ZERO TRUST TELEMETRY section, ensure that the
status of Centrally Managed by EMS is Not reachable.
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1§ FortiClient - Zero Trust Fabric Agent

==:] FortiClient - Connected

Zero Trust Fabric Agent

administrator .==1 Centrally Managed by EMS

"E Status: € Mot reachable |Disconnect| —

\;\ ZERO TRUST TELEMETRY

ROTECTION

/IDEQ FILTER

2. Open the command prompt, and then ping the <FortiClient EMS IP>.
You made a note of this IP address when you completed the lab prerequisites.

3. Ifyoucan ping the server, enter telnet <FortiClient EMS IP> 8013 to testthe telemetry connection to the
FortiClient EMS.

nection to the host, on port 8013: Connect failed

The connection fails because Windows Firewall is active.

4. Click Start > Control Panel, click System and Security, and then click Windows Defender Firewall.
5. Click Turn Windows Defender Firewall on or off.
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@& Windows Defender Firewall — O *
= v P ﬁ « AllC.. » Windows Defender Firew... w 0 Search Control Panel 2
. . . ~
Control Panel Home Help protect your PC with Windows Defender Firewall
Windows Defender Firewall can help prevent hackers or malicicus
Allow an app or feature software from gaining access to your PC through the Internet or a
through Windows Defender netwark.
Firewall
& Change notification settings . e Domain networks Connected
Turn Windows Defender
Firewall on or off Metworks at a workplace that are attached to a domain
Restore default
G Eetore detatits Windows Defender Firewall state:  On
® Advanced settings ) ) )
Incoming connections: Block all connections to apps that
Troubleshoot my network are not on the list of allowed apps
Active domain networks: s trainingAD.training.lab
Motification state: Do not notify me when Windows
Defender Firewall blocks a new app
See also
Security and Maintenance l e Private networks Mot connected
Metwork and Sharing Center :
o@ Guest or public networks  Not connected ()] v
.1 LAATLETANTE NOATEOTLAL
6. For each type of network, select Turn off Windows Defender Firewall.
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Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.
Domain network settings
o i) Turn on Windows Defender Firewall
Block all incoming connections, including those in the list of allowed apps
Motify me when Windows Defender Firewall blocks a new app

6 {®) Turn off Windows Defender Firewall (not recornmended)

Private network settings
o i) Turn on Windows Defender Firewall
Block all incoming connections, including those in the list of allowed apps
Motify me when Windows Defender Firewall blocks a new app

6 (@) Turn off Windows Defender Firewall (not recommended)

Public network settings
o (") Turn on Windows Defender Firewall

Block all incoming connections, including those in the list of allowed apps

Motify me when Windows Defender Firewall blocks a new app

@ (@) Turn off Windows Defender Firewall (not recommended)

7. Click OK to save the settings.

8. Return to the command prompt, and then enter telnet <FortiClient EMS IP> 8013 to test connectivity.

There should be an empty command prompt window. This means the connection was successful.

9. Return to the FortiClient console, and then in the ZERO TRUST TELEMETRY section, ensure that the status of
Centrally Managed by EMS is Connected.

It may take a minute to see the updated status.

10. Returntothe

FortiClient EMS GUI, click Endpoints > All Endpoints, and then click JUMPBOX.

In the Connection section, the value in the Managed by EMS field is Online.
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FortiClient EMS

28 JUMPBOX

&' Domain Controliers

Adminis...~

172.16.9.56 13 Policy | Default

@ EMS svs B

. Connection Status
Administr...
o Emai Managed by EMS @ Managed ]
31 Domain Control... - i
o Configuration Online Lﬂtures
Device JUMPBOX Palicy Default t3 = ik Antivirus enabled =
— [T Installer Mot assigned 7% Real-Time Protection enabled
|
P 177 16.9.56 FortiClient Version 7.4.0.1658 1 Anti-Ransomware installed =
FortiClient Serial = Cloud Based Malware
MAC 00-50-56-a1-54-58 Number FCTB002376734545 . Outbreak Detection installed
Public IP 72.136.188.226
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Exercise 2: Using the Password Recovery Tool to Reset

the Built-In Administrator Password

In this exercise, you will reset the password for the FortiClient EMS built-in administrator using the password
recovery tool. You will run the password recovery tool on the HQ-EMS-1 VM to generate a temporary password
for the built-in administrator.

vy

iy -
9 You must have execute permissions to run the password recovery tool.
-

To run the password recovery tool

1. On the HQ-EMS-1 VM, click the Terminal icon to open the terminal window.
2. Enter sudo -1, and then if prompted, enter the following password:
Fortinetl!
3. Enter the following command:
cd /opt/forticlientems/bin/
4. Enter the following command:
. /PasswordRecovery
5. Enter yes.
6. Inthe Temporary password field, copy the value.
root@hg-ems-1: fopt/forticlientems/bin# . /PasswordRecovery
Resetting "admin"s password
Please type 'yes' if you are sure to proceed: yes
Username has been reset to 'admin' and password has been updated.
Temporary password:
jbssafccw3z0qj[RoD=1g
7. Open a Chrome window, and then in Bookmarks, select the HQ-EMS login page bookmark.
8. Click Accept.
9. Inthe username field, type admin, in the password field, paste the temporary password, and then click Sign in.
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a admin

61‘ b8Safcow3zOgj[Rol=lg b

or

Sign in with 350

FortiClient EMS prompts you to configure a new administrator and password.

10. Inthe New Username field, type student1.

11. Inthe New Password and Confirm Password fields, type Password2 ! to meet the password requirements, and
then click Submit to save the password.
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Tool to Reset the Built-In Administrator Password

= FortiClient Endpoint Management Server

B This password is temporary. Please update your password.

ﬁ admin
Q. | bBSafccw3zOgj[RoD=Ig o

a studentl

~" Different from default admin
username
" Al least 5 characters long

fal | — &

four password must be
" At least 8 characters long

And has 3 out of the 4 following:
« Al least one uppercase letter (A-Z)
" At least one lowercase letter (a-z)
" At least one number (8-8)
« At least one symbol (e.g. 15&8%)
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Lab 10: FortiClient Cloud

There is no lab associated with Lesson 10 at this time.
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